PROVIDING PRIVACY IN LOCATION BASED SERVICES

Francesco Giudici, Elena Pagani, Gian Paolo Rossi
Information Science and Communication Department
Universita degli Studi di Milano, Italy
Email: {fgiudici, pagani,rossi}@dico.unimi.it

ABSTRACT

In the last years, the availability of cheap mobiévices able to communicate via radio interfacesequipped with low
cost positioning technologies, like GPS, has broughresearcher attention a new kind of servicesation based
services (LBS). LBS require users to provide thesitmn in order to customize the service.

This, of course, could be a threat for user priviagat least two points of view. First of all, whamser performs a query
to the LBS provider, she may disclose sensitive.datagine a user looking for a vegetarian restauthe LBS provider
becomes aware that the issuer is vegetarian. Mergesdch query discloses user position, so theigepean track user
location.

In this paper, we analyze existing approachesabdtess privacy issues in LBS, identifying theieefiveness on the
basis of the knowledge contexts available to ami@teattacker. A novel architectural frameworkpi®vided to analyze
and classify proposed solutions on the basis af domnectivity and architectural requirements.

KEYWORDS

Wireless networks, Location Based Services, Privacy

1. INTRODUCTION

Privacy threat is due to LBS providers’ untrustoress: a request sent to a provider should be lsmme
anonymized so that the service can be exploiteal loser while her privacy is preserved.

The most obvious trick to put in practice [l anonymization the user identifier in the query is
substituted by a pseudo-ID, so that the serviceigeo can not bind sensitive data included in #guest to
the issuer. Unfortunately, this could be not enotaggavoid user identification: an attacker can comaluser
position with some other external knowledge to tdgrthe issuer. For example, consider a user mggpuli
requests from her home. Also if she uses a pseddo-hide her identity, with public available knagge
(vellow pages) an attacker can identify the issinem her position. So, position should be somehow
anonymized. The problem here is that user locatimuld be disclosed to exploit a LBS. One solutould
be generalization a perturbed, less precise location is disclobetead of providing exact user coordinates,
a geographic area can be supplied.

1.1 1D anonymization

To provide privacy to users willingness using LB& ave first of all to substitute the identifier time
request sent to the LBS server. In literature, aongmization server (AS) is generally supposed ¢o b
available: it will take in charge forwarding usequests to the LBS server (LBSS), replacing resttifiers
with pseudo-ids. The LBSS then replies to the ASctwHorwards the reply back to the issuer. Several
anonymization services are currently availablehenlnternet for free (proxy server). So, if LBS arevided
over the Internet and users can access it, an A®eaasily found.
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1.2 Generalization algorithms

A function f that takes in input a set of coordinates <x,y> givits back a generalized area A is called
generalization function; an algorithm that computesgeneralization function is called generalization
algorithm. As suggested in [Mas], generalizatiogoathm goals are: (i) a high number of users &hbe
indistinguishable from the issuer, (i) the areaslould be minimized to preserve service quality) (i
computation of the algorithm should be efficient

Without extra knowledge, if K users are preserthmarea A, each one of them has an equal protyabili
1/K of being the issuer. This satisfy the defimtiof K-anonymity [CaSa]. The problem here is thite
probability of each user being the issuer dependsthe knowledge available to the attacker. So,
generalization algorithms goodness analysis reguidentification of the context, i.e. the knowledge
available to a potential attacker. [Mas], propoaemain division between static and dynamic knowdedg
contexts: in the dynamic case the attacker haalillity to make correlation between multiple regaeasf the
same issuer. A similar division is then presentetivben the so called single-issuer and multipleeiss
cases: in the multiple-issuer case, a potentiatker is aware of requests from multiple issuangl is able
to gain information from the correlation of them.

In this work, we take into account just the statimgle-issuer case. For this scenario, [Mas] nwodel
information available to the attacker in three mzontexts:

1. Cq attacker is aware of the geographic positionllaiisers.

2. Cquq: attacker is aware of the geographic positionllaisers and the generalization algorithm used.

3. Casiig attacker is aware of the approximate user lopatand the generalized algorithm used.

If a generalization algorithm guarantees K-anonynmtC.4 it will be K-anonymous in ¢;.4t00. So, we
take into account only the first and the secon@ésas

2. ARCHITECTURAL CLASSIFICATION

In this work, we propose a classification of exigtistrategies addressing privacy issues in LBSedas
their connectivity and architectural requirementéost solutions proposed in the literature assume a
centralizedarchitecture where a trusted anonymization sA®) and a location aware trusted server (LTS)
are available. The LTS is aware of the positiomlbfisers. When a user wants to issue a request BSS,

she establishes an encrypted connection with thamdSsends to it her issue, containing the reattifiler,
position and, of course, the query data (see Fig.1)
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Fig. 1: Centralized Infrastructure. A user explaitsuntrusted LBSS performing the query through araA&a LTS.

The AS replaces the user identifier with a pseudoahd forwards the query to the LTS over an
encrypted connection. The LTS will compute the galimation function on the position contained ire th
query and the user coordinates will be replacethbyestimated area A. The issue will be finallywfarded
to the untrusted LBSS. The response will be foredrdack to the user through the LTS and the AS.

The two anonymization steps (ID substitution andegalization of the area) are generally performgd b
single server (the LTS). So, from an architectyaiht of view, a single trusted server is requi(ed@S).
Moreover, connectivity should always be availalsibpwing point-to-point connections between usard a
the LTS and between the LTS and the LBSS. We iflethis architectural environment as.A (fully
centralized trusted entity + always available catingy). Ar., is a likely condition in a city environment:
cellular service providers offer GPRS and UMTS afsvan connectivity and have an efficient user tiagk



mechanism to be able to localize mobile callersuesting emergency assistance. So, they are thé idea
candidates to provide the LTS service.

A patrtially distributedarchitectural model has been recently proposehdditerature: users cooperate to
compute the generalization algorithm by themseltsvever, a central trusted server is requiredufeer
authentication and to provide support to new jainursers. Point-to-point connectivity is supposedeo
available always and everywhere. We identify tmgi®nment as Aya

A more challenging environment is the one in whicbnnectivity relies on multi-hop ad hoc
communications among users: the mobile ad hoc mksaenvironment (MANET) [RFC2501]. No GSM is
supposed to be available, connectivity relies otdesahemselves, forwarding packets for each ot&RS
can be used to acquire its own position. We wehitify this environment as manet

3. SOLUTIONSPROPOSED IN LITERATURE

One of the first generalization algorithm ever megd was designed to cope withy @ an Ac.a
environment. It is named Interval Cloaking [IC].€él'generalization algorithm is computed by the LESIf
which is in charge of managing all users in an aedhe LTS divides A in quadrants of equal sizack
quadrant g, is then split in quadrantsof equal size and so on. When the quadganhere the issuer is
located contains less than K users, the quadragt ig returned as the generalized position wf
Unfortunately, Interval Cloaking cannot guarantéenonymity in the G.4context, as showed in [PR].

A second generation of generalization algorithm lxesn proposed to overcome this problem. One for
all, the dichotomicPoints algorithm [Mas] providasonymity in the G.4context and A., environment. The
algorithm iteratively partitions the whole manageda in two smaller areas, splitting the usersvimgroups
of equal cardinality. The process is repeated timilresulting area contains less than 2K useris. Wil be
returned as generalized area.

Head
level 1 & level 2
Certification Server

. % 5 f d /
E% \11:&> Nemmgﬁ " \j; ‘/
X “ Useru1 q @ (

\\\/ Cluster \ ﬂ // Cluster\ @

level 2 AN S level 1

BS

@
/
o
@ -
gy
|@J'
@zr || —
///
T
e
w
- @/
-3 ///
%
</// V/4 \
Z
:
/&y /4 -

Fig. 2: Architecture of Prive. The computation loé¢ tgeneralization algorithm is performed in a distied way.

Ghinita et al. have recently proposed Prive [PRliseributed architecture that provides K-anonyniity
C.wg CONtext and a fy., environment. In Privé, users organize themselwesuisters of level. Each cluster
elects a node-head among cluster members. Healisstérs are then organized in a clustemwhich in turn
has a head. The process is repeated till a root head is bskeldl on the top of the whole hierarchy, as
shown in Fig.2. The idea is to organize clustera &tree, where nodes are sorted by their Hilbelte.
This is computed through the HILBASR algorithm: ngsithe Hilbert space-filling curve, user positian i
mapped to an integer. Then, users are grouped sgjlyein buckets of K nodes: Moon et al. showhdtt
with high probability two points close in the 2Dage are close in the Hilbert transformation todRHiso
buckets will include geographically close userse Teneralized area for a issuers the MBR (Minimal
Bounding Rectangle) enclosing the K nodes of thekbtito whichu belongs. This satisfies tHe-ASR
(Anonymizing Spatial Region which encloses at l&asters) Reciprocity definition:

a K-ASR A satisfies reciprocity iff exists a setisérs AU lying in A such that:

(i) [Aul=k (i) DuOAU, u liesin A

As shown in [PR], K-ASR reciprocity guarantees Keaymity of the query source against location-based
attacks (in the g&.4context). So, K-ASR construction technique propldsePrivé guarantees K-anonymity.

In Agg+manet €NVironment, each user is equipped with a low-omadrange wireless radio device and
should forward packets for other nodes. Users shbelable to provide their position to the LBS pdev:
this means that a positioning device should belaviai to each node (e.g. GPS). In such environntkat,



most effective routing technique is Position BaRediting (PBR) [PBR]. In PBR forwarding decisiong ar
made locally at each node, on the basis of theinddistn position and the coordinates of in radiaga
nodes. Destination position is provided through tltecation Service(LS): it provides geographical
coordinates of any possible destination in the ndtwSeveral LS strategies have been proposetenatire
[LS]. Solutions that show best scalability are lothsa a hierarchical approach, based on the cormiept
region the area to manage is split in smaller geograph&as (regions). A multi-level hierarchy is
established, where each region has an head-noithg ast head cluster, maintaining region membership
other nodes (a node is member of a region whemsideé it). Head nodes are then connected to highet
nodes to construct a DNS-like architecture ableetaeve region membership of any node in the ndtwo
[CAESAR]. In such scenario, privacy in the.gcontext can be provided naturally: if at least $ers are
always present in a region, the region itself carubed as a K-anonymous generalized area. If a sl
realizes that nodes in its region are less thaih ¢gn merge the region with a neighboring onertsserve K-
anonymity, in a way similar to the resizing are@mpion presented in [CAESAR]. Anyway{g context is
no more adequate for MANET environment. This probleas been recently investigated in literature,
especially by researchers working on VANETs (VeldcuAd hoc NETworks). Privacy regarding this
environment has to cope with information disclosdue to PBR: it requires explicit disclosure of aod
position. Moreover, an attacker can bind data efregped on the radio channel to geographicallyeclos
nodes, analyzing the power of the radio signalsived. Some proposals have been presented to dtipe w
these hazards, e.g. the AMOEBA framework [AMB]. Tlask is very challenging, and they just enforce
privacy without any guarantee on the effectiveradghe solutions proposed.

4. CONCLUSION

Many solutions have been proposed in the literatardeal with user privacy when exploiting Locason
Based Services (LBS). We have seen that propo$attiebeness can be analyzed only if a framework
classifying knowledge available to a potential @t is present. Moreover, architectural solutions
requirements should be taken into account too.llginge have had a quick look to a completely distted
environment, where communication relies on useemtielves (MANET). While deployment of solutions to
preserve privacy in presented formalized knowleclgatexts has been successfully addressed, theialopt
of this new paradigm of communication poses newats due to the communication protocols and devices
adopted: new knowledge contexts should be formdlineorder to model attackers knowledge correctly.
This is essential to allow planning and analysissolutions that hopefully will be able to providense
guarantees (as K-anonymity) in totally distribueetyironments and ad hoc connectivity.
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