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a b s t r a c t

In this paper, we discuss the state of the art of (mobile) multi-hop ad hoc networking with the aim to present

the current status of the research activities and identify the consolidated research areas, with limited research

opportunities, and the hot and emerging research areas for which further research is required. We start by

briefly discussing the MANET paradigm, and why the research on MANET protocols is now a cold research

topic. Then we analyze the active research areas. Specifically, after discussing the wireless-network tech-

nologies, we analyze four successful ad hoc networking paradigms, mesh networks, opportunistic networks,

vehicular networks, and sensor networks that emerged from the MANET world. We also present an emerg-

ing research direction in the multi-hop ad hoc networking field: people centric networking, triggered by the

increasing penetration of the smartphones in everyday life, which is generating a people-centric revolution

in computing and communications.

© 2015 Elsevier B.V. All rights reserved.
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. Introduction

This article discusses the state of the art of (mobile) multi-hop ad

oc networking [1]. The aim is (i) to point out research topics that

ave been extensively researched and are now cold research areas,

or which further research is not recommended, and (ii) to identify

he hot and emerging research challenges that still require extensive

nvestigations.

The multi-hop (mobile) ad hoc networking paradigm emerged,

n the civilian field, around 90′s with the availability of off-the-

helf wireless technologies able to provide direct network connec-

ions among users devices: Bluetooth (IEEE 802.15.1), for Wireless

ersonal Area Network (WPAN), and the IEEE 802.11 standards’ fam-

ly for high-speed Wireless LAN (WLAN), see Chapters 2–4 in [2].

pecifically, these wireless standards allow direct communications

mong network devices within the transmission range of their wire-

ess interfaces thus making single-hop ad hoc network a reality, i.e.,
∗ Corresponding author.

E-mail address: marco.conti@iit.cnr.it (M. Conti).
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nfrastructure-less WLAN/WPAN where devices communicate with-

ut the need of any network infrastructure.

The multi-hop paradigm was then conceived to extend the possi-

ility to communicate to any couple of network nodes, without the

eed to develop any ubiquitous network infrastructure: nearby users

irectly communicate (by exploiting the wireless-network interfaces

f their devices in ad hoc mode) not only to exchange their own data

ut also to relay the traffic of other network nodes that cannot di-

ectly communicate, thus operating as the routers do in the legacy

nternet [3]. This paradigm has been often identified with the solu-

ions developed inside the MANET IETF working group, and for this

eason was often called the MANET paradigm [4].

At its birth, MANET was seen as one of the most innovative and

hallenging wireless networking paradigm and was promising to be-

ome one of the major technologies, increasingly present in everyday

ife of everybody. Therefore, MANET immediately gained momen-

um and this produced tremendous research efforts in the mobile-

etwork community [5]. MANET research focused on what we call

ure general-purpose MANET, where pure indicates that no infrastruc-

ure is assumed to implement the network functions and no author-

ty is in charge of managing and controlling the network. General-

urpose denotes that these networks are not designed with any

http://dx.doi.org/10.1016/j.comcom.2015.09.007
http://www.ScienceDirect.com
http://www.elsevier.com/locate/comcom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.comcom.2015.09.007&domain=pdf
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specific application in mind, but rather to support any legacy TCP/IP

application. Following this view, the researchers focused on enhanc-

ing and extending the IP-layer routing and forwarding functionalities

in order to support the legacy Internet services in a network without

any infrastructure. At network layer, we observed a proliferation of

routing protocol proposals, as legacy Internet routing protocols de-

veloped for wired networks are clearly not suitable for the unpre-

dictable and dynamic nature of MANET topology. The research inter-

ests rapidly spread from routing to all layers of the Internet protocol

stack, from the physical up to the application layer [6], however appli-

cations, probably constitutes the less investigated area of MANETs. In-

deed, in the design of general-purpose MANETs, there was not a clear

understanding of the applications for which multi-hop ad hoc net-

works are an opportunity. Lack of attention to the applications, prob-

ably, represents one of the major causes for the negligible MANET

impact in the wireless networking field.

After about two decades of intense research efforts, the MANET re-

search field produced profound theoretical results (e.g., performance

bounds on MANET performance [6,7]), or innovative protocols and

architectural solutions (e.g., cross-layer architectures and protocols)

[5], but in terms of real world implementations and industrial de-

ployments, the pure general-purpose MANET paradigm suffers from

scarce exploitation and low interest in the industry and among the

users [4]. Therefore, in the last years, the interest for the MANET

paradigm has been rapidly decreasing and the research on MANET

protocols can now be considered a cold research topic. Indeed, it is

interesting to observe that the number of manuscripts focusing on

MANET, published in top quality journals, is rapidly decreasing.1

Even though MANET research has not a major impact on the wire-

less networking field (except for specialized fields such as military

and disaster recovery), several networking paradigms have emerged

from the MANET field that are currently generating interest both in

the academia and industry. Among these, let’s remember: mesh net-

works, vehicular networks, opportunistic networks and sensor net-

works. These multi-hop ad hoc networking paradigms, by learning

from the MANET experience, emerged from MANET by avoiding the

main weaknesses of the MANET research by following a more prag-

matic development strategy [4].

In this article, after a review of the current status of wireless tech-

nologies for multi-hop networks (see Section 2), we discuss the open

research challenges in mobile ad hoc networking paradigms: mesh

networks (see Section 3), opportunistic networking (see Section 4),

vehicular networks (see Section 5) and sensor networks (see

Section 6). Section 7 is devoted to the emerging people-centric

paradigm that, thanks to the increasing diffusion of the smartphones,

combines wireless communications and sensor networks to build

computing and communication solutions that are tightly coupled

with the daily life and behaviors of people.

2. Technologies for mobile multi-hop wireless networks, 2

Many technologies and standards, enabling multi-hop wireless

networking, as well as off-the-shelf equipment implementing such

technologies, are available today [8]. Nevertheless, we can easily fore-

see that research interest in these topics will not diminish in the next

years, but rather it is likely to grow. There are at least two reasons for

this.

On the one hand, the development and availability of technolo-

gies and equipment is driven by standardization and regulation activ-

ities. Networking standards, thus including multi-hop wireless ones,

are primarily concerned with ensuring device interoperability, a key
1 For example, since 2013, only one paper with the keyword “MANET”, in the title,

has been published in Computer Communications. Furthermore, only a few papers, fo-

cusing on MANET issues, have been published in this journal in the last three years.
2 By Enzo Mingozzi.
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equirement to allow for networking equipment mass production

nd market diversification. Nevertheless, guaranteeing interoperabil-

ty does not require a full system specification; rather, standards usu-

lly do not specify key aspects that do not affect interoperability to

reate additional space for competition among manufacturers. One

uch example is the resource allocation/scheduling on the data plane,

hose implementation strongly affects performance but does not

oncern interoperability. Therefore, new technologies and standards,

ven though leaning upon a layer of fundamental research results, al-

ays call for investigating many practical aspects that are mainly re-

ated to system customization and performance optimization in con-

rete scenarios. In the following sections, we will highlight the chal-

enges that we envision for a set of relevant technologies and stan-

ards related to wireless multi-hop networks.

On the other hand, one key advantage of mobile multi-hop/mesh

ireless communication technologies is that they allow for easy and

ast, highly scalable and cost-effective network deployment under

eterogeneous environments. Therefore, there are many heteroge-

eous application scenarios where multi-hop wireless technologies

epresent one of the most effective solutions, if not the only viable

ne. Many of such scenarios are real today, like public city-wide dedi-

ated services (e.g., video-surveillance or transport systems), Internet

ccess in rural areas, environmental monitoring through sensing sys-

ems, disaster emergencies, etc. As observed in [4], a pragmatic devel-

pment approach allowed a bunch of research activities to thrive fo-

using on the specific challenges and requirements of these different

cenarios in order to build robust and effective networking solutions

either mesh, sensor, opportunistic, or vehicular). We think however

hat new application and deployment scenarios, for which multi-hop

ireless networks can play a crucial role, will just grow exponentially

n the near future, as the Internet of Things vision will become a real-

ty [9]. Connecting everything, anytime and everywhere will demand

or capillary and pervasive network coverage, for which multi-hop

ireless technologies represent an effective solution. However, such

cenarios will pose many new challenges – one on top of all others:

calability – which will entail reconsidering current results and will

ikely boost a new wave of research on multi-hop wireless technolo-

ies. Let us briefly review some of them in the following.

Smart cities. This term identifies a generic scenario where Infor-

ation and Communication Technologies are employed to sustain the

evelopment of urban environments. This is achieved by the perva-

ive deployment of sensing, computation, and communication infras-

ructures in order to collect and distribute the information needed

o develop and improve new services offered to citizens by munic-

palities. As such, this scenario is indeed comprehensive of many

eterogeneous ones. In most cases, the communication infrastruc-

ure is characterized by frequent topology changes, faults in equip-

ent, and/or harsh environmental conditions, which naturally call

or the use of multi-hop wireless network technologies. All scenarios,

owever, share some common and unique features, e.g., very dense

etworks comprising thousands of devices, and uncommon traffic

atterns made of a very large number of low data-rate flows. As high-

ighted in [10], this needs reconsidering traditional network design

nd technologies, and open new challenges in terms of standardiza-

ion (including multi-hop communication), cooperation (e.g., man-

ging interference in dense environments), security, QoS [11], etc.

esearch activities addressing these new challenges are already on-

oing, and more are expected to come, as the Smart City scenario will

volve in the future.

Industrial Internet. Communication networks are a key compo-

ent of infrastructures supporting complex industrial processes. Be-

ng involved in the control process, they have very critical require-

ents in terms of reliability and QoS [12]. To meet such requirements,

ndustrial networks typically use wired connections, and dedicated

tandards have been developed. On the other hand, the need to re-

uce costs is triggering a new trend towards IP-based solutions that
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everage multi-hop wireless technologies allowing for cost-effective

ndustrial network deployments [13]. However, providing ultra-high

eliability and deterministic QoS guarantees in multi-hop wireless

etworks is a challenging task, combined with the need of imple-

enting low-power consumption solutions. Though already investi-

ated in the past, these issues are still open and require new research

ork specifically focusing on the Industrial Internet scenario.

Machine-to-Machine applications (M2M). Though partially

verlapping with other scenarios, this one is characterized by the

eployment of communication technologies aiming to interconnect

evices (machines) involved in control and monitoring applications

hat do not require humans in the loop. The reason for having many

f these applications is to remove human intervention for improved

fficiency, security, and safety. As such, industrial applications are an

nstance of M2M applications, but they are not the only scenario of

nterest. In fact, when referring to M2M communications, ubiquitous

onnectivity is usually considered a mandatory requirement, which

s not usually the case for industrial deployments. Therefore, mobile

roadband wireless network technologies are mainly in the spotlight

14]. Requirements are QoS provisioning, energy-efficiency and co-

xistence with other communication types, e.g., Human-to-Human

H2H), under specific traffic patterns [15] and very large density of

evices. This is challenging to achieve in mobile cellular networks,

nd needs considering novel approaches such as Heterogeneous Net-

orks (HetNets for short) [16] and Device-to-Device (D2D) commu-

ication [17]. In both cases, multi-hop relaying provides benefits that

ill be illustrated in more detail in the next sections.

Smart grid. It is today commonly recognized that upgrading cur-

ent power grids operation by integrating advanced sensing, com-

unication and control functionalities is mandatory for the pur-

ose of improving reliability and safety, increasing efficiency by cost

eduction and reducing CO2 emissions [18]. This requires the de-

ign and deployment of an integrated communication network in-

luding different segments in terms of geographic scale and func-

ionality, for which therefore different communication technologies

re applicable. These networks are usually referred as Home Area

etworks (HANs), covering a single residential unit, Neighborhood

rea Networks (NANs), including a cluster of homes usually powered

y the same transformer, and Wide Area Networks (WAN), which

onnect NANs to the utility operator. Moreover, equipment in the

eld requires to be controlled by a separate network called Field

rea Network (FAN) having a geographic scale similar to NANs. For

ll these different networks, multi-hop wireless technologies, either

roadband, local area, or short range, depending on the coverage re-

uirements, are an effective solution. However, new Smart Grid spe-

ific applications are planned to be realized through the Smart Grid

etwork infrastructure, like Advanced Metering, Demand Response,

ide Area Situational Awareness, and Distributed Energy resources

nd storage. Based on the data requirements of these applications,

ew challenges have arisen at the network layer of the protocol stack

19]. In particular, these applications are expected to have high se-

urity, high reliability, and various QoS requirements such as band-

idth and latency, which need to be addressed by routing and data

orwarding in the first place [20,21], and likely then through cross-

ayer approaches. Energy efficiency is also a key requirement when

ow-power devices are used [22]. For HANs and NANs, the standard-

zation activity carried out by the IETF ROLL (Routing Over Low power

nd Lossy networks) working group is also relevant.

Personal healthcare. There has been a tremendous development

nd advancement of micro- and nano-technologies that allow build-

ng miniaturized low-power sensors with (wireless) communication

nd computation capabilities that can be placed on a human body

or various medical (e.g. personal health monitoring) and even non-

edical (e.g., personal entertainment) applications [23]. When con-

ected together, they form a Wireless Body Area Network (WBAN),

hich aim to provide fast and reliable communication among sen-
ors/actuators within and on the human body, and with the outside

etworks in proximity.

The above scenarios are certainly not the only relevant ones for

ireless multi-hop technologies. In Smart Homes, for example, wire-

ess multi-hop communication is involved both in wireless LAN tech-

ologies delivering high-definition multimedia streams to multiple

erminals and in wireless sensor and actuator networks for home

utomation. On the other hand, Intelligent Transportation Systems

equire networking infrastructures for vehicle to roadside commu-

ications that involve wireless multi-hop communications, like, e.g.,

n wireless mesh networks supporting node mobility and efficient

andoffs.

Future research activities on multi-hop wireless networks will

ave to face the many challenges described above depending on the

pecific scenario considered. Besides those challenges, however, it is

f paramount importance that performance evaluation results will be

redible enough to provide real insights in the studied technologies.

o this aim, it is an integral part of research efforts to produce re-

listic simulation models for such diverse scenarios, and to develop

eal testbeds to evaluate experimentally, with the help of users, the

echnologies under consideration.

Without claiming to be comprehensive, in the following sections

e delve into some of the current and envisioned technologies and

tandards mentioned above in order to provide more details on spe-

ific requirements and identify the most important challenges that

eed to be addressed. For the ease of reading, they are grouped into

hree classes depending on their typical coverage: mobile broadband

ccess and cellular networks, local area networks, and, finally, low-

ower and short range networks.

.1. Mobile broadband wireless access

Multi-hop communications Broadband Wireless Access (BWA)

etworks have been historically neglected since central coordina-

ion makes multi-hop an inherent complex task. However, the very

hallenging requirements of ITU IMT-Advanced systems finally re-

uired to deal with such complexity in order to gain in terms of spec-

ral and energy efficiency. Relay support was first introduced in IEEE

02.16m (Mobile WiMAX) [24] and LTE-Advanced (Rel. 10). Although

iMAX was developed before LTE as a 4G technology, interest on it

as rapidly declined as the carrier market has definitely opted for the

atter. In the following, we therefore focus on LTE/LTE-A and specific

esearch challenges related to multi-hop communication.

Heterogeneous Networks (HetNets) refer to the heterogeneous

eployment of low-power nodes within an LTE/LTE-A macrocell with

he aim of boosting overall spectral and energy efficiency by means

f enhanced spatial resource reuse [25,26]. One such node may serve

small cell underlying the macrocell network (e.g., a picocell or fem-

ocell) or act as a Relay Node (RN) between User Equipments (UEs)

nd the serving evolved NodeB (eNodeB, known as the donor eNB, or

eNB). In the latter case, the backhaul link is wireless, thus forming

multi-hop wireless network. RN deployment in HetNets have ben-

fits in terms of improved cell edge performance and load balancing

typically, by deploying relays at the edge of the macrocell), reduced

ower consumption, and increased capacity. However, it also brings

everal challenges to radio resource management in terms of interfer-

nce mitigation, radio resource utilization, QoS and implementation

omplexity. A comprehensive survey of state-of-art radio resource

anagement schemes for LTE/LTE-A multi-hop networks, and related

pen research challenges, can be found in [27].

Device-to-Device (D2D) communication is a network

aradigm that allows direct communication between devices in

n infrastructure-based wireless network without the involvement

f a central access point/base station. While largely exploited in

ireless local and personal area networks, D2D communication has

een considered recently also for cellular network technologies as
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a further means to improve spectral efficiency [17]. In a cellular

network, D2D is mainly intended for single hop communication

between UEs, and it is centrally coordinated by a supervising entity

(e.g., eNB), which is finally responsible for radio resource manage-

ment. However, D2D communication also enables multi-hop relay of

data, i.e., a UE may act as a relay between another UE and the base

station, thus enlarging cellular coverage and potentially improving

the performance of cell edge users, without incurring the cost of

deploying conventional relay nodes as with HetNets [28,29]. D2D

communication may also provide an efficient solution for M2M

communications in cellular networks [30], whereby the UE is used

to relay M2M data from multiple machines to the base station. This

allows a cell to better scale with the high control overhead and

possible congestion due to the very large number of low data rate

flows of a typical M2M communication system. Research challenges

for D2D communication focus on different aspects depending on

how the cellular spectrum is allocated to D2D links. With underlay

inband D2D the spectrum is shared, therefore interference mitigation

is of utmost importance. On the other hand, with overlay inband D2D

dedicated resources are allocated to D2D links though the spectrum

is still shared with cellular links: optimizing radio resource allocation

is more relevant in this case. Finally, with outband D2D architectural

issues due to the use of multiple radio interfaces and heterogeneous

wireless technologies need to be faced [31]. When D2D communica-

tion is used for multi-hop relay, a key challenge is how to properly

select a relay node for optimizing a performance measure of interest

(e.g., maximize the capacity). The relay being a user device, it is also

of interest to investigate mechanisms for motivating users to allow

data relaying through their own UEs, considering that this implies

increased battery draining as well as reduced available capacity. D2D

communication is currently considered by 3GPP for standardization;

however, it is limited to the use case of Proximity Services in Public

Safety scenarios, where multi-hop data relaying is also relevant [32].

2.2. Local area networks

Enabling multi-hop communication in wireless LANs has received

a lot of interest in both academia and industry since the very early

days when WLAN technologies and standards were developed. This is

mainly because WLAN technologies are typically operated in license-

free bands and therefore have limited coverage by definition; multi-

hop communication is hence the only viable option to overcome such

limitations. Due to its widespread diffusion, the IEEE 802.11 standard

dominates in this area as a key technology enabler for multi-hop net-

works of various kinds, including MANETs and Wireless Mesh Net-

works (WMNs) [8,32]. From a standardization point of view, the IEEE

802.11 standard did not originally include support to multi-hop trans-

missions, and it took a long time to extend it to provide mesh net-

working support as a result of the work of Task Group “s” inside the

802.11 Working Group. However, the 802.11s amendment has failed

to meet industry acceptance, and available commercial solutions are

typically based on proprietary extensions. More recently, the IEEE

802.11ah TG has been chartered to meet the typical requirements of

IoT scenarios, where thousands of devices generating low-data rate

flows need to be connected in the same area by an energy-efficient

protocol (which is not the case of IEEE 802.11) [33]. Multi-hop com-

munication is considered by 802.11ah to increase coverage and re-

duce energy consumption: the infrastructure BSS is in fact extended

with two-hop relaying, which is expected to be much easier to im-

plement than the 802.11s framework. However, the definition of the

forwarding mechanisms as well as of the modifications needed at the

MAC layer is still at an early stage.

2.3. Low power/Short range networks

Low-power and Lossy Networks (LLNs) refer generally to net-

works consisting of a very large number of constrained nodes (i.e.,
ith limited processing power, memory, and energy when battery

perated) operating over lossy links, that typically support only low

ata rates and are usually unstable. Though LLN links can also be

ired, LLNs based on wireless mesh networks is the most common

ase, leveraging the IEEE 802.15.4 low-rate WPAN standard. LLNs are

he typical instance of capillary networks (i.e., edge networks) in a

arge class of IoT scenarios. To meet the challenging IoT requirements

n terms of interoperability, diversity of applications, and scalabil-

ty, protocols at different layers have been specified by IETF in order

o enable IPv6 over LLNs, including the 6LoWPAN adaptation layer

nd the RPL routing protocol [34,35]. RPL is a distance-vector based

rotocol allowing for multiple instances running concurrently which

ptimize multi-path forwarding to specific destinations according to

ifferent objective functions depending on link costs and node at-

ributes/status information. This is needed to meet the diverse rout-

ng requirements from heterogeneous applications running on top

f the same LLN. Although some basic objective functions are spec-

fied by IETF, investigating what combination of metrics/constraints

nd parameter configuration is optimal depending on the use case

equirements remains an open issue [36].

More recently, the IEEE 802.15.4e amendment has introduced a

ew TDMA-based MAC protocol named TSCH (Time-Slotted Channel

opping), to facilitate the development of LLNs with a more deter-

inistic behavior in terms of delay and power consumption, thus al-

owing to meet the high reliability requirements of the Industrial In-

ernet [13]. In particular, TSCH allows for the advanced scheduling of

ransmission patterns in different time slots across the whole (wire-

ess mesh) network. However, as expected, it does not specify any

andatory algorithm to determine and maintain such schedule, de-

ending on the multi-hop network topology and characteristics, and

he traffic requirements. The use of TSCH is therefore subject to many

ossible optimizations and customizations that are still open issues.

he IETF 6TiSCH working group is currently working on specifying an

rchitecture to enable IPv6 over TSCH and integrate it with 6LoWPAN

nd RPL.

Wireless Body Area Networks (WBANs) leverage the IEEE

02.15.6 standard for low power, short range and extremely reli-

ble wireless communications supporting a large range of data rates

ithin the surrounding area of the human body [37]. Research chal-

enges involve all layers of the protocol stack. At the PHY layer, chan-

el modeling and antenna design very much depend on the chal-

enging environment (the human body) [23]. Meeting power require-

ents with diverse traffic characteristics while providing extremely

igh reliable throughput and delay is of utmost importance in this

ontext and remains an open challenge at the MAC layer [38,39]. In

articular, deterministic performance guaranteed by TDMA may not

e suitable since periodic synchronization requires extra energy con-

umption, and viable alternatives need be investigated [40]. When

ulti-hop communication is adopted, developing suitable routing

rotocols remains a key challenge, given the requirement of maximiz-

ng network lifetime and considering that frequent topology changes

ccur due to body movements [23].

Radio frequency (RF) energy transfer and harvesting, i.e., the ca-

ability of converting the received RF signals into electrical energy,

s an emerging technology that has recently received a lot of atten-

ion as an alternative proactive method to power nodes in a wireless

etwork. In RF energy harvesting networks, a key challenge is to

evelop network functionalities that are energy-aware in the tradi-

ional sense, i.e., power consumption is reduced, but also, and most

mportantly, with the new meaning of using the network also for

nergy transfer and harvesting besides data communication. At the

AC layer, this entails coordinating channel access so as to reserve

esources (i.e., time) for RF energy harvesting. When multi-hop com-

unication is considered, routing protocols also need to be specif-

cally designed to ensure a proper energy distribution to maintain

nd-to-end communication [41].
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. Wireless mesh networks3

The design of the Wireless Mesh Network (WMN) paradigm

tarted from a well-defined set of application scenarios that can be

ummarized as in [42]: “providing a flexible and low cost extension

f the Internet”. Starting from the well-defined application scenario,

he WMN paradigm introduces an architectural shift, with respect to

ANET, by adopting a two-tier network architecture based on multi-

op communications. A multi-hop wireless backbone is formed by

edicated (and often fixed) wireless mesh routers, which run a multi-

op routing strategy to interconnect with each other. Furthermore,

ome mesh routers act as gateways, providing the WMN with a di-

ect connection to the Internet and other wired/wireless networks.

inally, to support seamless data transport services for users’ de-

ices (also called mesh clients), mesh access points are connected to

he mesh routers to offer connectivity to mesh clients. Consequently,

opology changes due to mobility or energy issues do not influence

raffic forwarding in WMNs as in MANETs, and the impact of the mo-

ility is restricted to the last hop, i.e., the connection between the

sers and the mesh access points [42].

According to the two-tier network architecture, WMNs research

ctivities have been subdivided in three main areas:

(i) Exploiting the wireless mesh routers to build a robust network

backbone interconnecting the mesh routers, and possibly some

gateways to/from the Internet;

ii) Defining a set of routing protocols which, by exploiting the net-

work backbone can identify the best path(s) for traffic forwarding

inside the WMN and to/from the Internet;

ii) Supporting the users’ mobility among mesh access points;

All areas have been subject of intense research activities provid-

ng effective solutions for these problems. In particular, a large body

f research focused on building a robust wireless mesh backbone by

xploiting advanced multi-radio, multi-channel and multi-rate capa-

ilities, using heterogeneous wireless technologies and directional

ntennas [43]. This means that a WMN environment is character-

zed by a rich link and path diversity, which provides an unprece-

ented opportunity to find paths that can satisfy the application re-

uirements. Effective channel assignment solutions have been de-

eloped to construct robust and efficient multi-path wireless-mesh

ackbones [44,45], while several routing protocols able to exploit the

ink and path diversity have been designed, e.g., [46–48]. The multi-

aceted characteristics of a WMN complicate the path selection pro-

ess. For example, the interference in WMNs is a very complex phe-

omenon, and the routing process must be aware of the interfer-

nce existing between links and traffic flows to take advantage of the

ulti-channel and multi-radio capabilities [49]. In addition, in most

pplication scenarios the portion of traffic that a mesh router delivers

o other routers in the network (i.e., intra-mesh traffic) will be mini-

al with respect to the traffic conveyed over connections established

ith external hosts (i.e., traffic to Internet). As a result, most WMN

raffic is usually between the mesh clients and the mesh gateway(s).

his implies that traffic gets aggregated at the mesh gateways, which

an have a negative effect on the network performance. For instance,

epending on the network topology and the routing strategy, many

esh routers may select the same gateway and congestion levels can

uild up excessively on the shared wireless channel around the gate-

ay. This may also lead to an uneven utilization of the gateways’ re-

ources. As a consequence routing protocols must carefully take into

onsideration the distribution of traffic loads (e.g., see “Quality of Ser-

ice in Mesh Networks” in [1]).

Nowadays, WMN is a consolidated networking paradigm to realize
ireless-backbone infrastructures in a cost-effective manner for dif-

3 By Marco Conti.
erent purposes, e.g., providing public Internet access in metropoli-

an areas4 (supporting a wide range of services ranging from secu-

ity surveillance to intelligent transportation services), or supporting

onnectivity in harsh environments where cabling is not an option.

rom a research standpoint, the interest in WMN has been progres-

ively diminishing but some aspects are still active research areas,

uch as: efficient mobility support (e.g., for vehicle-roadside commu-

ication in urban transport systems) [50], advanced Quality of Ser-

ice support at very high data rates (e.g., for multimedia distribution

n smart homes) [4] and robust, secure, and effective routing and for-

arding protocols, e.g., [51–54].

. Opportunistic networking5

Opportunistic Networks (ONs) are an evolution of Mobile Ad Hoc

etworks (MANETs), and are considered as a particular case of de-

ay/disruption tolerant networks (DTNs). While in MANETs mobil-

ty is assumed such that end-to-end paths exist between source-

estination pairs, and path disruption is a possible but not usual

vent, in ONs the network is frequently partitioned, due to battery

ischarge, to the short radio range combined with both mobility and

ode sparseness, and to the low reliability of wireless links. For this

eason, source-destination paths are likely to never exist. Thus, while

ANETs can hide node mobility, ONs need to expose node mobility

nd exploit it through the store-carry-and-forward paradigm [55].

ccording to this paradigm, data are “moved” across the network not

nly through message passing amongst nodes, but also through the

ovements of the nodes themselves, which carry messages while

aiting to enter in reciprocal radio range with either a message des-

ination or a node suitable to reach the destination. In this sense, ONs

re similar to DTNs, although the standard bundle protocol [56] de-

igned for DTNs seems inadequate for ONs. Opportunistic networking

as been traditionally considered as a mean to provide communica-

ion services mainly to portable devices (e.g., smartphones) in the ab-

ence of a fixed infrastructure, or when the cellular network is con-

idered not convenient in terms of either bandwidth availability or

ost. It is in this form that they have been extensively studied in the

iterature, as we discuss in Section 4.1. However, as we show later on,

here are challenging and exciting recent developments that promise

o bring opportunistic networks research into a new and fascinating

ra.

.1. ONs: enabling mechanisms and consolidated research results

At its onset, research on opportunistic networks focused on the

nabling mechanisms for opportunistic data exchange, i.e., (i) on un-

erstanding human mobility and human social relationships in order

o exploit them when forwarding messages, and (ii) on the basics of

ata delivery in standalone ONs.

The dynamics of encounters between nodes is of paramount im-

ortance, as their duration affects the amount of data that can be ex-

hanged between two nodes, while their frequency and pattern affect

elivery delay and delivery probability, respectively. This is why the

athering of mobility and encounter data, their analysis and model-

ng, are one of the most investigated fields. Large public repositories

f encounter and mobility traces are available for researchers (e.g.

RAWDAD [57]), and many works have been published that analyze

hose traces ([58–65] to cite just a few). It is now well recognized that

everal parameters describing human mobility and encounters follow

power law distribution, such as the distance covered by a movement

etween two places; the visiting time, return time, and visiting fre-

uency of a location; the contact duration and inter-contact time be-

ween pairs of persons (see, e.g., [66] for an extensive survey). Based
4 See http://www.muniwireless.com/.
5 By Chiara Boldrini and Elena Pagani.

http://www.muniwireless.com/
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on these results, several mobility models have been implemented

([67–70] amongst others), able to supply synthetic traces satisfying

the power law distribution and well approximating real traces, which

can be used for experimentation and validation of solutions designed

for ONs.

Data delivery in ONs takes the form of routing and content dis-

semination. In routing, communications are host-centric, since mes-

sages have explicit source and destination. In data dissemination,

communications are content-centric: messages are tagged based on

their content and the goal is to bring messages to users that are in-

terested in this content regardless of the identities of content con-

sumers/producers. Routing issues in ONs have been thoroughly ana-

lyzed in the literature, from both an algorithmic and a performance

modeling standpoint (see [71,72] for a survey of the main results

in this area). Since randomized routing schemes (e.g., [73–75]) have

proven valuable only for quite homogenous mobility environments,

the spotlight in the routing scene has been taken by utility-based

schemes. Utility-based schemes ([76–81] to cite a few) are able to

exploit the unique forwarding features of individual nodes in terms

of frequency of contacts, social relationships, general context, and

even resource availability (memory, battery, etc.) on the user device.

Alongside algorithms, recently several analytical models have also

been proposed, ranging from models that address simple homoge-

neous mobility scenarios to models that address heterogeneity and

also depart from the simplifying exponential assumption for inter-

contact times [82–85]. Due to the availability of this huge body of

work, recent proposals for new ONs routing protocols often represent

minor variations on the main ideas behind the established protocols

mentioned above. Thus, we argue that — unless a paradigm shift is

proposed or new evidence emerges from field experiments or new

applications are envisioned that call for improved or refined routing

strategies (see e.g., opportunistic crowd sensing discussed later on) —

research activities on this topic should be put on hold.

Content dissemination in ONs was also quite exhaustively inves-

tigated in the past years. Differently from routing, in this case a node

stores a content because either the local user is interested in it, or

the node is willing to cooperate in the content dissemination when

it encounters interested nodes (possibly, it is the content generator).

The goal here is to select what content items a node should store, as

a trade-off of several local and global aspects, such as local memory

availability and interest in the item, probability for the node to en-

counter other nodes interested in the item, item popularity, number

of item copies in the system (i.e., of nodes concurrently performing

that item dissemination), load balancing amongst nodes. In most pro-

posals (e.g., [86,88,89]), these parameters are weighted through util-

ity functions that rank the items so as to balance effective delivery vs.

resource consumption. The ranking prioritizes the exchange of items

most relevant and less disseminated so far. Alternatively, the items

may be related to a certain geographical area within which their

spreading is bounded [87]. In all cases, the decision must be taken

based only on local observations. Works exist that consider the issue

of performing accurate decisions in spite of maintaining incomplete

observation history [90]. The possibility of breaking up large content

into pieces and deciding what pieces to exchange has also been inves-

tigated [91]. Open areas of research in this field concern the use of rec-

ommender systems and machine learning mechanisms to predict which

content items may be of interest for which users thus providing indi-

cations to caching policies. Adopting those mechanisms could help

to incentivize the cooperation amongst users, thus supplying better

performance in terms of both user satisfaction in obtaining content

of interest, and convenient resource usage.

4.2. ONs out of the research lab

While research on standalone opportunistic networks has thrived,

it is now time for ONs to exit the research realm and enter into peo-

ple’s real lives. However, two factors act as the main showstoppers:
he human factor and the technology factor. As for the human fac-

or, performing experiments of significant size and temporal length

equires the repeated involvement of a user base willing to devote

heir time and patience to testing the prototype of a research prod-

ct. While this can still be feasible for a one-time experiment (e.g.,

ecruiting people attending a conference for several days), it is hard

o replicate the experiment later on or bring it in a real daily life envi-

onment. However, this is crucial for testing the effectiveness of op-

ortunistic networks and how people might react to them. In fact,

he way in which people are actually inclined to collaborate and share

he resources of their devices for the goals of the ONs remains not yet

nderstood. Indeed, when two nodes come in reciprocal radio range,

here are several reasons why they might decide to not exploit the

ormed link, e.g. resource shortage (in terms of battery power, com-

utation or memory availability), scarce trust in the other part, self-

shness, lack of interest in the content the other node would like to

elay. This attitude can impact on the real connectivity of the ON and

hus on their communication capability, and might require the de-

elopment of adequate incentive policies. Several studies have been

arried out to understand the effect of human behavior on the perfor-

ance of ONs [92–94] and solutions have been proposed to overcome

elfishness [95] and to incentivize cooperation [96–98]. However, all

hese works are based on some abstract and general model of self-

shness with little ground truth specific to ONs. To the best of our

nowledge, the only empirical evaluation of altruism in opportunis-

ic networks has been provided in [99].

A better insight into the above issues can be gained only through

he deployment of prototypes and applications whose widespread

se would provide significant data about how people use ONs. Un-

ortunately, very few applications for opportunistic networking are

vailable, which can be classified into four categories. First, there are

rototypes developed for specific research purposes, such as gather-

ng data about opportunistic contacts [100]. To this class belong also

roofs of concepts such as the opportunistic jukebox in [101], where

sers opportunistically exchange musical content among themselves

nd/or with fixed points in the environment, and Ateneo On Fly [102],

hich allows content sharing among professors and students in a

ampus, where infostations are adopted to mediate the communi-

ations. Second, and perhaps similar, there are experimental oppor-

unistic infrastructures to supply networking services in rural areas,

uch as [103], and [104], which supports search of both friends and

ata, and resource sharing. The applications in both classes above are

ikely of extemporary or niche use, and they are not available to con-

umers. Third, there are middleware infrastructures that do not pro-

ide applications per se; rather they supply services to deploy appli-

ations over an ON. An example is the CAMEO platform [105], which

aintains the context of each user, allowing to make users aware of

heir neighbors and of the existence of content that may be of interest

or them. Finally, there are genuine apps available in stores; two ex-

mples are Twimight [106] and SocialPal [107]. Twimight is an app for

ndroid devices that allows to epidemically spread a tweet amongst

sers having the app installed, exploiting opportunistic encounters

nd the Bluetooth technology. Messages may be sent to the Internet

nce a participant device detects an Internet connection available. It

as been designed to work in disaster scenarios, where cellular net-

orks become unavailable. The SocialPal framework includes appli-

ations enabling communication through opportunistic interactions.

or instance, the nearbyPeople app allows a person to discover the

ommon friends in online social networks shared with users in the

eighborhood, without revealing his/her own identity, thus support-

ng the establishment of new relationships. So far, all the above ap-

lications are used by small communities of users, especially in com-

arison with the huge base of potential users. Hence, there is still the

eed of large scale test beds that provide insights on the use of ONs in

eal environments and of widespread commercial apps that make ONs

opular among users.
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It is interesting to notice that all the above prototypes rely on one-

op ad hoc data exchange. This is a direct consequence of the dif-

culty in using existing wireless technologies to implement oppor-

unistic communications, what we have referred to as the technology

indrance. In fact, there are no mature solutions implemented on off-

he-shelf mobile devices that enable seamless multi-hop ad hoc commu-

ications, and even currently available research solutions (e.g. WiFi-Opp

108]) are suboptimal. On Android devices, WiFi Direct, which is con-

idered the best viable alternative by many, was not designed with

pportunistic networking in mind and often requires cumbersome

onfiguration (in particular when multiple groups of devices are in-

olved [109]) and annoys the user with many interruptions for ex-

licit connection acceptance. Opportunistic communications on iOS

evices are even less understood. We believe that this is a major ob-

tacle to the deployment of opportunistic networks in real life, thus

epresenting one of the top priorities from the research standpoint.

Even playing with the technological cards we are dealt, there still

emains the problem that ad hoc communications tend to be very en-

rgy hungry [110]. This affects both the QoS in the network (because

evices with no battery left simply will not deliver messages on be-

alf of other nodes) and user satisfaction (users will be less will-

ng to join an ON if they are afraid their battery will be drained in

few hours). There are not many works in the literature explicitly

ddressing the problem of energy optimization in ONs. Those who

o, mainly pursue the two lines of (i) optimizing neighbor discov-

ry (which is typically very expensive in terms of energy) [111–113]

nd (ii) alternatively switching roles when a different energy expen-

iture is involved in the host-client roles of a pairwise wireless con-

ection [114]. Despite these attempts, energy issues in ONs still re-

ain mostly unaddressed, and an open research challenge for ONs of

he future.

.3. Crowd sensing/computing and Opportunistic IoT

According to the crowd-sensing paradigm, people with their

mart devices, willingly or unwillingly, represent potential sensing

odes distributed across cities, see Section 7. For example, the mi-

rophones of smartphones can be used to measure the noise level

n the environment, and these samples, put together, can provide a

ery detailed map of the noise pollution across a reference area. Given

he distributed and spontaneous nature of this sensing paradigm, the

se of opportunistic communications has been recently put forward.

owever, as discussed in [115], data delivery solutions designed for

egacy opportunistic networks can unlikely be taken as they are, since

hey fail to take into account the specificity of a crowd sensing envi-

onment, such as the spatio-temporal correlation between sensory

ata. In addition, sensory data are typically of small size but mani-

old, so the network might be overloaded very soon. For this reason,

n-network processing techniques should also be exploited.

Besides, for reducing data deluge in crowd sensing, in-network

rocessing is also a promising research direction per se. In fact, cur-

ent portable devices also own non-negligible computing capabili-

ies, which may be used for distributed processing. First envisioned

n [116], the idea has been then investigated in [117], where its viabil-

ty is studied and a framework for its implementation is proposed. A

rst attempt to deploy these concepts is represented by [118], while

n [119,120,115] the possibility of involving opportunistic users in per-

asive environment sensing is explored. We believe that there is still a

ot of research in this direction: one can envision a connected world of

nternet, fixed infrastructures, opportunistic nodes and smart things

121,122], where users equipped with wireless devices interact seam-

essly with all the network components, acting not only as final ser-

ice users, but also as providers of data, memory, processing and

andwidth resources to others. In this sense, opportunistic network-

ng becomes another enabling technology in the development of the

nternet of Things.
.4. ONs in HetNets

Due to the unprecedented mobile traffic growth, not compensated

y an equivalent increase in cellular capacity, a research trend of the

ast few years has been to exploit heterogeneous wireless technolo-

ies for cellular traffic offloading [123,124]. Within this framework,

pportunistic device-to-device communications operate in synergy

ith the cellular infrastructure and are seen as capacity enhancer in a

erminal-to-terminal delayed offloading scenario [125]. Content dis-

emination is an application particularly relevant to data offloading,

ince a single piece of content is shared by many interested users.

hus, once a few copies are injected via the cellular infrastructure, the

emaining ones can be disseminated by the users themselves, which

ommunicate opportunistically with each other. The cellular network

nly takes over in case content has yet to reach the interested users

fter a predetermined deadline. Research on this topic has pursued

wo main directions: the optimal selection of the subset of nodes

o which the content should be initially injected [126–128] and the

nderstanding of what type of traffic should be offloaded and how

129,130,123]. On the technological side, the LTE Direct technology

131] is under development, with the specific aim of allowing discov-

ry of resources (e.g. people, services) in the same cell as the device,

nd direct device-to-device communication. This technology is still

n its infancy, research in the field is at the very beginning, and its

otential and impact have yet to be determined.

Despite the fervent research activities in the last few years, sev-

ral problems remain open, such as how to integrate in a coherent ar-

hitecture the different data offloading opportunities, or to what ex-

ent the operator should impose a control on the content dissemina-

ion process (see [125] for a thorough discussion). Besides these, ON-

ased data offloading shares many open problems with standalone

pportunistic networks, such as willingness of users to cooperate, en-

rgy issues, and lack of test beds.

.5. Cloud-assisted ONs

In a heterogeneous network, the availability of a cellular link con-

ecting mobile devices to the Internet opens up the possibility of

loud-assisted networking. The cloud can be exploited to assist ei-

her the cellular infrastructure or mobile devices. As far as mobile

evices are concerned, several proposals [132–135] suggest offload-

ng heavy computations to the cloud in order to save energy on mo-

ile devices (thus addressing also the energy issues discussed pre-

iously). Unfortunately, in practice currently available solutions are

ble to offload very few computations, and even worse, since the

ost energy hungry applications are actually those that involve com-

unications, rather than computation, current solutions do not prove

ery effective [134]. An original take on using the cloud infrastructure

s discussed in [136], where the authors suggest performing neigh-

or discovery on the cloud (since it only involves sending a tiny

mount of information) and delegating data exchange to local pair-

ise WiFi contacts. When used for offloading the cellular infrastruc-

ure, the cloud is usually assigned the role of implementing the con-

rol plane of the data offloading process [137]. This relieves the bur-

en on the cellular infrastructure while at the same time moving the

ontrol of content dissemination from the cellular operators to third-

arties, thus potentially opening up new business opportunities. De-

pite these preliminary contributions, however, the role a cloud in-

rastructure can play in hybrid opportunistic networks is still largely

nexplored and we believe it deserves significantly more attention

rom the research community.

.6. Grand challenges

Three main directions have characterized the ON research: hu-

an mobility and mobility models, routing protocols and data
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dissemination. The research in these areas is now quite consolidated

and there is a very limited space for novel and high-quality contribu-

tions. On the other hand, new exciting research opportunities exist in

addressing the following topics:

• Make ONs enter people’s lives: dealing with this aspect requires

delving into several facets, namely, (i) understanding how peo-

ple behave and interact in an ON, and motivating users to join

an ON, so as to both design appropriate solutions for real ONs

and guarantee sufficient density of users in order to have effective

opportunistic communication support; (ii) deploying prototypes

and applications on a large scale; (iii) addressing the technological

limitations that make multi-hop ad hoc communications between

off-the-shelf devices a daunting task, also paying attention to im-

proving and optimizing the energy consumed by the portable de-

vices participating in an ON.

• ONs and IoT: researches should investigate how opportunistic

networking can be brought into the crowd sensing/computing

and IoT domain.

• ONs and other networking technologies: in order to extend the

applicability of ONs, it is important to integrate ONs into a coher-

ent architecture for HetNets and continue exploring the benefits

that the integration of heterogeneous networking paradigms can

bring.

• ONs and clouds: following recent developments in network archi-

tecture, it is interesting to study how ONs can be enriched and

assisted by a synergy with a cloud infrastructure, when available.

5. Vehicular networking6

Vehicular Ad hoc NETwork (VANET) is a multi-hop ad hoc net-

work made up of vehicles that communicate among them by exploit-

ing wireless technologies, generally, belonging to the 802.11 family.

In this network, the mobility of the network nodes (i.e., vehicles) is

constrained by the road characteristics and the other vehicles moving

along the road. Typically, power consumption is not an issue for this

network, as vehicle batteries are continuously recharged. The high

socio-economic value of vehicular applications pushed the interna-

tional standardization bodies to develop technical specifications to

be adopted by vehicle industry. Among these, it is worth reminding

the IEEE 1609 standard family for Wireless Access in Vehicular En-

vironment (WAVE) that has been developed upon the IEEE 802.11p

standard [138].

VANET is a specialization of the multi-hop ad hoc network

paradigm well motivated by the socio-economic value of advanced

Intelligent Transportation Systems (ITS) aimed at reducing the traf-

fic congestions, the high number of traffic road accidents, etc. Indeed

VANET can support a large plethora of applications including safety

traffic applications (e.g., collision avoidance, road obstacle warning,

safety message disseminations, etc.), traffic information and infotain-

ment services (e.g., games, multimedia streaming, etc.). For example,

a car involved in an accident can exploit the possibility to directly

communicate with other vehicles to inform nearby vehicles of the

dangerous situation. Advanced ITS systems require both vehicle-to-

roadside (V2R) and vehicle-to-vehicle (V2V) communications. In V2R

communications, a vehicle typically exploits infrastructure-based

wireless technologies, such as cellular networks, WiMAX and WiFi,

to communicate with a roadside base station/access point. However

the roadside units are not dense enough to guarantee the network

coverage required by ITS applications, and hence V2V communica-

tions are adopted to extend the network connectivity/coverage and

to guarantee better network performance. V2V communications are

based on the “pure” multi-hop ad hoc network paradigm as MANET.
6 By Pedro M. Ruiz.

c

a

t

pecifically, according to this paradigm, vehicles on the road dynam-

cally self-organize in a VANET by exploiting their wireless com-

unication interfaces. Therefore, in its initial stages, VANETs were

hought of as a specialization of MANETs, where nodes moved along

treets. As expected, researchers tried to apply existing MANET solu-

ions (e.g. routing) to VANET scenarios. However, VANETs have very

istinctive properties from MANET, and hence require very specific

echnologies and protocols. In particular, they exhibit a different net-

ork architecture, a topology with frequent network partitions, an

neven network density, as well as very strong demand for scala-

ility due to the large number of vehicles that may form a VANET.

hus, it is well-known that MANET (and Wireless Sensor Network

WSN) solutions simply do not work in VANETs. Nowadays, this

s something highly accepted and well-known within the research

ommunity. But, from time to time, we still receive contributions

ased on MANET or WSN protocols, which clearly do not scale with

he number of nodes, or do not take advantage of any of the prop-

rties of VANETs such as the constrained mobility, the absence of

trong energy constraints, or the ability of nodes to know their GPS

osition.

The routing task is challenging in VANET due to the high mobility

f vehicles and the possibility of sparse networking scenarios, which

ccur when the traffic intensity is low. This makes inefficient the

egacy store-and-forward communication paradigm used in MANET

nd push toward the adoption of the more flexible, pragmatic and ro-

ust store-carry-and-forward paradigm adopted by the opportunistic

etworks (see the “Opportunistic Networking” section) [139]. In ad-

ition, whenever possible, V2V communications exploit V2R commu-

ications to make their communications more robust reducing some

eaknesses and vulnerabilities of pure infrastructure-less communi-

ations.

In VANETs, a special attention has been reserved to the develop-

ent of optimized one-to-all (in a specific region) routing protocols

s several applications developed for VANET use broadcasting (geo-

asting) communication services [140] to distribute a message from a

ehicle to all other vehicles (in a given area). Broadcasting or geocast-

ng are also the basic communication services for content dissemi-

ation in a VANET, i.e., the dissemination to other vehicles of a file

ontaining relevant information (e.g., a city map or infotainment in-

ormation such as a music mp3 file). Due to the intermittent con-

ectivity conditions, the opportunistic paradigm applied to vehicular

etworks has recently generated a large body of literature mainly on

outing protocols and data dissemination in vehicular networks (e.g.,

141,142]).

In the current research scenario, a practice to avoid is that of

roposing minor improvements to an existing protocol in a very spe-

ific scenario and network conditions. For example, a minor change to

routing protocol to achieve a limited increase in performance (e.g.,

nly when vehicles are at a traffic jam), cannot be accepted for pub-

ication in a high quality journal. In addition, while so far we have

ublished a plethora of communication protocols trying to solve very

pecific problems in very specific conditions (e.g., MAC, routing, man-

gement protocols, etc. [143–146]), now we need to make a step for-

ard, where the new protocol proposals should be integrated in a

ider network architecture.

We need to focus our future research in heterogeneous scenar-

os in which vehicles can exploit and combine all types of possible

ommunication technologies to support advanced ITS applications.

he case for communication protocols for hybrid VANETs has finally

ecome the common scenario. During the last five years almost ev-

ry communications paper in the area of VANETs considers such sce-

ario with Vehicle-to-vehicle (V2V), Vehicle-to-Infrastructure (V2I)

ommunications as well as road-side units (RSU) and access to

ellular networks (e.g. LTE.). So, unless there is a very innovative

nd disruptive solution or technology, specific data communica-

ion protocols for VANETs, which cannot be integrated into a wider
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eterogeneous scenario with a diversity of devices, networks and ap-

lications, can be considered a cold topic in VANET research.

A survey of the VANET research is presented, in the chapter by

wwad, Yi and Stojmenovic, in [1]. Few other chapters in same book

urvey the ongoing research activities on experimental testbeds and

imulation tools.

.1. Research challenges

Vehicular Ad Hoc Networks continue being one of the most

romising technological developments in the area of computer com-

unications. After more than a decade of research and great ad-

ances in the field, interest in vehicular networks has extended be-

ond academia. ICT companies and car manufactures have come into

lay and many standardization efforts are also on their way. More-

ver, public authorities, such as the European Commission (EC) in Eu-

ope and the Department of Transportation (DoT) in the USA, are also

etting involved and promoting several Field Operational Test. The U.S.

ederal Government announced last February that National Highway

raffic Safety Administration (NHTSA) is starting work on a regulatory

roposal to require Vehicle-to-Vehicle (V2V) devices in new vehicles,

ometime, in the coming years. In Europe, ETSI has finally standard-

zed higher layer networking protocols.

With such a context, one may question whether the remaining ef-

orts are just industrial, or there is still room for academic research.

e must admit that many basic VANET communications topics lack

esearch interest nowadays. However, there are open research chal-

enges that need to be solved before VANET can be deployed to its full

otential. In this section, we elaborate on that, with the aim of help-

ng journal readers find interesting research opportunities. Hereafter,

e discuss, without being exhaustive, some research opportunities in

he context of VANETs.

Knowing fundamental performance limits. While there are ar-

as in VANET research with a very large number of research contri-

utions, this is one of those in which we are lacking contributions.

here are some papers on fundamental limits for data aggregation

147], asymptotic throughput capacity [148], the optimal broadcast-

ng structure [149], and the multicast capacity for hybrid VANETs

ith directional antennas [150]. However, there are still many of the

ell-known fundamental limits questions that remain un-answered.

Dynamic Spectrum Access (DSA) for inter-vehicle communica-

ions. Although the U.S. Federal Communications Commission (FCC)

as allocated a total of 75MHz in the 5.9 GHz for DSRC, it is a reality

hat vehicular networks suffer from spectrum scarcity in scenarios

ith high density of nodes, or when infotainment services using high

ata rates, are considered. DSA has been one of the recent hot topics

n wireless communications and can be a very interesting technology

o solve the spectrum scarcity problem in VANETs. The basic idea is

llowing unlicensed users to opportunistically exploit the spectrum

pportunities that licensed users are not using. For instance, vehicles

an opportunistically access to digital TV or 3G/4G licensed bands

o get better QoS. Recent works over TV White Space (TVWS) have

roven the feasibility of this approach, usually referred as Cognitive

adio VANETs (CR-VANETs) [151]. However, traditional DSA schemes

ssume static users. Thus, using DSA, cognitive radios and cooperative

ommunications in VANETs poses a number of research challenges.

uring the last four years there has been an increasing number of pa-

ers on CR-VANETs, but there are still interesting open issues in many

reas of VANETs such as routing, Quality of Experience (QoE), han-

ling mobility and even on security. The reader can refer to [152] for

state-of-the-art in the matter and a list of interesting open issues.

Simulation, validation and experimental results. Both simula-

ion and experimentation have a major role in designing and eval-

ating the solutions developed for vehicular networks. It is widely

ecognized that simulation results are only significant when realis-

ic models are considered within the simulation tool-chain. Indeed,
n the simulation of vehicular networks a lot of attention has been

edicated to develop realistic models of roads, and of the vehicle mo-

ility, by exploiting the extensive literature developed in the field of

ransportation systems, e.g., models of how cars move along a road

aking into consideration their speeds, the distance among them,

raffic signals, the road layout, etc. [153]. However, quite often re-

earch works on the subject are based on simplistic models unable to

apture the unique characteristics of vehicular communication net-

orks. As stated in [154], we count nowadays with enough tools to

erform high-fidelity simulations and there is no excuse for not using

hem. For example, ns-2, ns-3, SWANS, OMNET++, OPNET are able

o take as input trace files, generated by specialized vehicle mobility

odels (e.g., VanetMobiSim and SUMO), which provide realistic vehi-

le mobility behaviors. Of course, it would be desirable to have higher

evel of detail but for many of our research needs, they are adequate.

owever, in some scenarios, the interdependences among vehicle

ommunications and their mobility patterns make the problem more

omplex. For example, when a congestion/accident occurs the com-

unication among vehicles influences their mobility by triggering a

oad change and/or a speed reduction. For this kind of simulation,

he above approach is not suitable and therefore the VANET commu-

ity is currently developing simulators that are able to take into ac-

ount the interdependencies between the vehicles’ mobility and their

ommunications. For example, TraNS (Traffic and Network Simula-

ion environment) integrates ns-2 and SUMO by providing feedbacks

rom the network simulator (ns-2) to affect the mobility traces pro-

uced by the SUMO mobility simulator. Another important aspect to

onsider (to produce realistic VANET simulations) is related to the

imulation of the wireless channel among vehicles and to/from road-

ide units taking into account how the radio signal propagates in this

nvironment. An updated and in-depth discussion of VANET simula-

ions models and tools can be found in “Mobility Models, Topology

nd Simulations in Vanet” [1].

At this stage, more research is needed in validating existing simu-

ation software and models compared to experimental data. VANET

rototypes have been extensively used to verify the feasibility of

ANET solutions and the effectiveness of VANET applications. Several

estbeds have been developed worldwide. Among these, it is worth

emembering the CarTel project at MIT (which developed a 27-car

estbed for testing V2V, V2R, road surface monitoring, etc.), the Dis-

lNet project at UMass (which is based on 35 buses which implement

DTN-based communication paradigm), the ShanghaiGrid project

which involves thousands of taxies and buses for vehicle and traf-

c monitoring and environment sensing) and the pioneering Fleet-

et project (involving several companies and university in Germany

o demonstrate their platform for inter-vehicle communications). An

pdated survey of VANET experimental activities can be found in “Ex-

erimental work on Vanet” [1]. We know the difficulty of running

arge-scale VANET experiments. However, for many parts of the sys-

em, small-scale experiments can serve to validate models and simu-

ations and such research is both needed and valuable.

Highly Heterogeneous VANET systems. There have been a num-

er of solutions to deal with very specific problems in hybrid VANETs

ncompassing V2V, V2I and V2R communications such as broadcast-

ng, data dissemination, routing, etc. However, we still need a lot of

esearch to effectively manage those highly heterogeneous scenarios

onsisting of a plethora of technologies, addressing schemes, and si-

ultaneously deployed applications. This kind of scenarios where ev-

rything is connected to everything using different technologies are

ifficult to handle and have been referred recently as Internet of Ve-

icles (IoV). One of the promising research directions in the short

erm is exploiting cross-layer designs especially for complementing

d hoc and existing cellular technologies so that applications can get

he service they need, without having to know the underlying details

f where the packet is to be routed. Such intelligent strategies for

raffic offloading can help mitigate congestion problems while im-
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7 By Mohamed Younis.
proving the overall QoS. There are many other mid-term and long-

term open research questions in such scenarios such as how to ac-

commodate security without negatively impacting some of the de-

vices (e.g. energy in sensors), how to orchestrate the operation of

data communications while still preserving the required scalabil-

ity constraints, how to manage QoS so that competing applications

with strict requirements (e.g. safety and infotainment) can coexist,

etc. General directions on how to explore research solutions in these

highly heterogeneous scenarios can be found in [155].

Application-aware VANET networking. One common pitfall that

we often see in many VANET papers is that of considering communi-

cation scenarios that are not relevant for vehicular network applica-

tions. They can be an interesting engineering exercise, but that cer-

tainly does not help advancing the field. Application needs are the

ones that drive communication protocol design and not the other

way around. In WSNs, it is a common practice to employ cross-layer

schemes whereby network protocols try to minimize energy con-

sumption by only getting data that is relevant for the applications,

or getting only enough level of detail about the data. However, such

close interrelation between applications and networking protocols

have not been exploited enough in VANETs. With the advent of the

so called Vehicular Sensor Networks (VSN) in which vehicles act as

moving sensors collecting data, we should explore if VANET network-

ing protocols can employ similar data-centric techniques. Why asking

all vehicles in an area to report data? How many is enough to detect

traffic congestion? Mobility and other VANET properties make solu-

tions such as compressive sensing and similar schemes not directly

applicable to VANETs. However, finding similar data-centric designs

for VANETs is certainly an interesting research topic that can bring

important benefits in terms of reducing spectrum usage, improving

performance, etc.

Information-centric networking for VANETs. Significant en-

hancements in VANET are expected by adapting new communica-

tion paradigms to VANETs. For instance, it is worth exploring the

use of Information-Centric Networking (ICN) [156–158] in vehicular

networks because it can bring important benefits. By using named

content, name-based routing, and in-network content caching appli-

cations can just say what they need without knowing where it is.

Although there exists already some works using ICN [159,160] and

content caching strategies in VANETs [161], there are still many open

research questions on how to make it work efficiently in such highly

heterogeneous scenarios.

Software Defined VANETs. As we have learned from the Internet,

large-scale deployment requires a very flexible architecture. For the

case of VANETs we are in very similar situation where industry is

starting to consider some deployments, but getting global acceptance

of protocols and being able to change them in the future may not be

really easy. One promising direction to avoid repeating the same mis-

take we did with the Internet could be employing the emerging net-

work paradigm of Software Defined Networking (SDN). The idea is to

separate the control and data planes, so that the forwarding behav-

ior of vehicles can be controlled externally from the underlying net-

work infrastructure. Some initial study in [162] established a start-

ing proposal on how SDN can be brought to VANETs. However, in the

same way that SDN is still a growing research discipline, its applica-

tion to VANET is also in its early stages and there is a lot of research

to be done. However, this new paradigm can bring interesting bene-

fits so as to make highly heterogeneous VANET systems mentioned

above easier to manage and easier to integrate in the future with

other new paradigms such as IoT and the so called Internet of Vehicles

(IoV).

Security and privacy. Security is one of the research areas that

have received significant attention from VANET researchers since its

inception [163,164]. Obviously, many of the envisioned VANET appli-

cations (especially safety) cannot be really deployed without strong

security and privacy guarantees. There has been a significant ad-
ance in security and privacy for VANETs during the last decade.

n fact, as stated in [165], there are aspects such as using Elliptic

urve Cryptography (ECC), Public Key Infrastructures (PKI) and Dig-

tal Certificates (DC) in which there is clear agreement. This is also

he case for aspects such as guaranteeing message integrity through

he use of digital signatures and the use of tamper-proof devices in

ehicles. Solving privacy issues using pseudonyms and using reputa-

ion schemes to monitor consistency and detect misbehavior are also

ighly researched topics in which most research issues are solved.

s in MANET, security mechanisms that enforce the correctness and

ntegrity of the network operations are not sufficient and mecha-

isms to guarantee/enforce the cooperation among network nodes

ave also been devised (e.g., see [166], and the reference herein).

To summarize there are many security aspects for which we have

ood solutions. However, we still lack scalable solutions being able

o work in large-scale deployments. We also lack solutions that take

nto account how to achieve a good trade-off between security and

he amount of required network resources that are needed for its op-

ration. In particular, when we consider highly heterogeneous sce-

arios as mentioned above, we still lack an integrated and general

ecurity and privacy solution that can work with such level of diver-

ity of devices and technologies while still being effective and practi-

al. In addition, we need to further investigate on security of devices

nd low-level security. As recently shown [167], even if protocols are

ecure, if systems are not, car hacking can become something very

ommon in the near future.

. Wireless sensor networks7

The increased success in integrating communication and sensing

ircuitries on miniaturized devices has led to the emergence of the

ireless Sensor Networks (WSNs) paradigm [168–173]. WSNs repre-

ent a “special” class of multi-hop ad hoc networks that are devel-

ped to control and monitor a wide range of events and phenomena,

.g., precision agriculture, surveillance, pollution monitoring, health

onitoring, structural monitoring [174–180]. The application driven

iew, and the need for solving concrete problems, made WSNs suc-

essful both in the academia and industry.

In a WSN, a number of sensor nodes are deployed to monitor

n area. These nodes can communicate directly among themselves

y exploiting their wireless interfaces, and typically pursue multi-

op paths (through the other sensor nodes) to disseminate the col-

ected information toward a sink node. The sink node interface the

SN to remote command centers through dedicated long-haul links

nd/or other interested users through the Internet. The design of

SNs highly depend on the specific application scenario and perfor-

ance requirements in terms of reliability, timeliness etc. For some

f these applications, such as space exploration, coastal and border

rotection, combat field reconnaissance and search and rescue, it is

nvisioned that a set of mobile sensor nodes will be employed to col-

aboratively monitor an area of interest and track certain events or

henomena. By deploying these sensors for autonomous/unattended

peration in harsh environments, risk to human life can be avoided

nd the cost of the application can also be lowered. In other appli-

ations such as structure monitoring and manufacturing automation,

he WSNs operate in controlled setups.

Initially researchers considered energy and resource constraints

o be the key challenge in designing WSNs in comparison with gen-

ral ad-hoc networks [181,182]. Scalability, security and data fidelity

ave also been deemed design objectives, which made work on rout-

ng, MAC, clustering, coverage, data integrity, etc. to be dominat-

ng. A comprehensive library of techniques has been developed over

he past 15 years or so. After such extensive research, the technical
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ommunity expects mature solutions to emerge for practical applica-

ion scenarios. Consequently, cross-layer and multi-objective design

ethodologies are of great interest. In addition, supporting applica-

ions in 3D environments [183] and under unstable and dynamic con-

ectivity considerations are also of interest [184]. Examples include

nderwater sensor networks, airborne sensor networks, and robot-

ssisted sensor networks [185]. The following subsections highlight

hat we view as being accomplished (extensively researched) and

hat the research community ought to focus on in the next years.

.1. Conventional and widely-researched design issues

The following areas have received the most attention of the WSN

esearchers. The results have enriched the literature with numerous

ublications. We just provide general highlights and point out few

opics that are worthy further investigation related to these areas.

• Node placement: Careful node placement can be a very effective

optimization means for achieving the desired design goals, e.g.,

energy costs, coverage, connectivity [186]. Since many variants

of the placement optimization problem is NP-hard, numerous

heuristics have been proposed. Published work spans stationary

and dynamic node positioning schemes, random and controlled

placement strategies, as well as analytical studies [187].

• Topology management: The primary objective of existing topol-

ogy management techniques in WSNs is to achieve sustainable

coverage while maintaining network connectivity and conserving

energy. For example, these techniques are employed to track the

status of communication links among nodes, to conserve energy

by switching off some of the nodes without degrading network

coverage or connectivity, to support hierarchical task assignment

for data aggregation, to balance the load on existing nodes and

links, or to provide scalability by minimizing medium access colli-

sion and limiting overhead [188–192]. Provisioning multi-tier hi-

erarchy through node grouping into clusters is one of the popu-

lar topology formation methodologies with techniques factoring

in all sort of parameters and metrics, e.g., resource conservation,

load, energy harvesting, delay, etc. [193,194].

• Medium access arbitration: The distributed operation of typical

WSNs has fuelled interest in devising MAC protocols that are

lightweight in terms of control messaging overhead, limits pas-

sive listening and support sleep modes [195–197]. While quite a

few of the published MAC protocols could yield good performance

using single medium access sharing methodologies, e.g., time or

frequency base multiple access, a number of protocols, such as

[198,199] have demonstrated that combing multiple methodolo-

gies is more effective. Some of the protocols have matured and

become widely accepted as the de-facto standard [200]. Support

for quality of service and exploiting advanced physical layer fea-

tures have been also be studied as well [201–203].

• Routing, data dissemination and fusion: Routing data in WSNs is

an area that has been researched quite extensively, or probably

exhaustively. Both flat and hierarchical routing trees have been

investigated. Numerous centralized and distributed path forma-

tion schemes have been developed [204–206]. In the design of a

WSN routing protocol, energy efficiency is a main design objec-

tive [207,208]. Routing schemes with mobile nodes and/or mobile

sinks have been also extensively investigated [209–212]. Data ag-

gregation and fusion have been factored in some of the work [213–

218]. Link and network cross-layer optimization has been popular

as well [219].

• Secure communication: The resource constraints of the sensor

nodes and the lack of continuously-accessible trusted authorities

have been deemed the major differentiator for WSNs from con-

temporary networks [220–222]. One of the research thrusts has

been in the management of cryptographic keys [223]. Nonethe-
less, the bulk of the research efforts have been dedicated to de-

vising lightweight versions of contemporary security solutions in

order to suit WSNs and trading off attack resilience for resource

conservation [224–227].

After the development of an extensive library of techniques, the

ommunity is eager to see systems that utilize a subset of these tech-

iques in the implementation of real life applications. It is argued that

t is time to judge the practicality of what has been developed in the

bove areas of research. Therefore, experience with engineered sys-

ems and actual WSN deployment is of great interest; particularly

ross-layer optimization and synergetic interaction among the var-

ous techniques will be invaluable for both researchers and practi-

ioners. In addition, some specific problems can still benefit from ad-

itional research efforts despite the major progress made to-date. The

ollowing topics can be noted:

• Decentralized node placement and topology self-configuration:

While quite a few techniques have pursued self-spreading of

nodes and relocation of assets, adaptive node positioning so-

lutions that can deal with dynamic changes in the application

requirements and emerging events are of interest. Example

scenarios include the autonomous recovery from failure and

self-reconfiguration to cope with varying QoS requirements. In

many WSN applications, the network is deployed in harsh envi-

ronments such as battlefields where the nodes are susceptible

to damage. Although a number of distributed solutions have

been proposed for tolerating single node failures [228], the loss

of multiple collocated nodes is very challenging. Distributed

recovery schemes for such multi-node failure are in demand. A

similar scenario is when QoS requirements, e.g., coverage and

data fidelity, dynamically vary due to the emergence of an event

that warrants reshaping of the WSN topology.

• Anti-traffic analysis measures: Intercepting a wireless transmis-

sion enables an adversary to locate the sender and estimate its

proximity to the receiver. Analyzing the WSN traffic by correlating

interceptions throughout the network enables the adversary to lo-

cate key network assets, namely, the base-station and active data

sources, which may then be targeted by pinpointed attacks. This

is serious vulnerability that cannot be mitigated by contemporary

security primitives such as packet encryption. Similarly, camou-

flaging or hiding nodes does not provide protection when their lo-

cation is unveiled. Furthermore, employing spread spectrum tech-

nologies does not constitute a sufficient countermeasure since it

reduces rather than eliminates the prospect of transmission de-

tection and interception. Moreover, the broadcast nature of the

wireless links and the traffic pattern in the network make anony-

mous communication techniques developed in the realm of peer-

to-peer networks inapplicable and ineffective for concealing the

location of WSN nodes. While location privacy of data sources in

the realm of WSN has received some attention [229], we argue

that in many application scenarios the sources are not as impor-

tant given the implicit node redundancy. Instead, the base-station

becomes the favorite target for the adversary, especially when

considering its major role in managing the WSN and interfacing

it with remote command centers [230–232]. Therefore, we view

the problem of guarding a base-station against traffic analysis at-

tacks warrants increased attention.

• WSN with voluminous data: In applications that involve imag-

ing and multi-media sensors [233], the volume of data over-

whelms the network communication resources and in-network

data processing becomes necessary. Of particular interest is the

integration of emerging techniques for compressive sensing and

big data analytics with contemporary WSN management primi-

tives [234]. Computation and communication trade-off, balanc-

ing delay, energy and data fidelity metrics, and the pursuance of
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heterogeneity in WSN design are important issues that are worthy

of investigation.

6.2. Research topics of growing importance

In recent years, a number of emerging WSN applications have

stimulated interest and motivated researchers to refocus their efforts.

We have grouped the areas that we believe are worthy attention into

two sets. The following enumerates these areas, briefly highlights key

issues and points out publications that can be checked for detailed

analysis. Our objective is to hopefully steer the efforts towards these

areas and direct the readers to open research problems in WSNs.

6.2.1. WSN for challenging environments/applications

With the continual advance in low-power and high-density elec-

tronics and increased level of miniaturization, WSNs have being gain-

ing ground and finding applications in challenging environments and

need to achieve very ambitious objectives. The following highlights

popular examples of these applications:

• Underwater WSNs: Examples of underwater WSN applications in-

clude environmental state monitoring, search and rescue, oceanic

profile measurements, leak detection in oil fields, tracking seis-

mic activities, seabed profiling, search-and-rescue and coastal pa-

trol missions, distributed surveillance, and navigation [235–241].

For these applications, either a set of sensor nodes or autonomous

underwater vehicles (AUVs) will be deployed to collaboratively

monitor an area of interest and track targets, e.g., submarines,

or track certain phenomena. Since radio waves tend to get ab-

sorbed in water, underwater applications have to rely on free-

space optics [242], laser [243], or acoustic [244–246] rather than

radio channels. However, free-space optics have a limited range,

using laser requires significantly high power, and acoustic chan-

nels are slow and sensitive to the water properties, suffer major

distortion, and have low bandwidth. To be effective, directional

transmission will be required or at least highly recommended for

these channel types. Therefore, the link establishment will be fur-

ther complicated by the inherit mobility of the node due to the

water current. Furthermore, the mobility, link instability and the

3-D environment make node localization and topology manage-

ment very challenging. Although some progress has been made

over the past few years and node platforms and products have

started to emerge [236,247,248], the research community has a

way to go before mature solutions are developed. For a detailed

discussion of the design issues of underwater sensor networks,

the reader is referred to [249–253].

• Underground WSNs: In most developed societies, utility compa-

nies rely on an extensive network of pipelines for supplying natu-

ral gas and water to residences and industries. The bulk of the util-

ity pipeline system is laid belowground and would significantly

benefit from the use of WSN to monitor the structural integrity of

the pipe segments, and to detect and locate leaks and clogs. Con-

serving water and countering pollution due to hazardous leaks

have been a focal point for the public and government agencies;

thus detecting and containing problems in early stages would be

invaluable. Underground WSNs would also be useful for boarder

security, e.g., detecting infiltration through illegally dug tunnels,

and for tactical military missions, e.g., the deployment of smart

landmines. In addition, underground WSNs find applications in

precision agriculture by tracking the moisture and minerals lev-

els in soils, and in disaster warning by monitoring seismic activi-

ties for early landslides and earthquakes. However, the implemen-

tation of underground WSNs faces major challenges [254,255].

Unlike aboveground deployment, the propagation of electromag-

netic signals is significantly restrained with a loss of more than

100 dB per meter [256]. Such high signal attenuation varies based
on the type of soil and the moisture level. Raising the antenna of

the individual nodes above ground and the use of wired links is lo-

gistically infeasible or impractical in most applications. While the

topology of an underground WSN is controlled, the establishment

of reliable communication links and harvesting energy for pow-

ering up the nodes complicate the node placement optimization.

Few solutions have been worked out so far [257–261], and ma-

jor research efforts are needed to tackle the underground WSNs

design issues [262].

• Body Area WSNs: A body sensor network fundamentally consists

of a set of wearable and implanted devices in the human body to

continuously assess the health status through measuring key in-

dicators, e.g., blood pressure, heart beat, etc. Meanwhile, the no-

tion of Body Area Network (BAN) is a bit broader and involves de-

vices that are not mounted on the human body. Although a BAN

is widely-known as a tool for conducting medical studies and as

an outpatient healthcare instrument [263–265], applications in

the entertaining and gaming industry have recently emerged [23].

Most of the technical challenges for BANs are motivated by the

physical characteristics of the involved devices. Fundamentally

most of the numerous ongoing projects are multidisciplinary in

nature [23,263]. In addition to the complexity of the application-

specific data fusion, the main design challenges include cop-

ing with the very stringent energy constraints for the employed

devices and the relatively high path-loss when transmitting at

low-power as a means to extend the network lifetime. These

challenges become even more prominent with emergence of

nano-scale devices [266,267]. A major push from the biomedical

industry to standardize the protocol stack and the application in-

terface has yielded the IEEE 802.15.6 standard. However, the IEEE

802.15.6 standard opts to ensure interoperability rather than pro-

viding complete specifications of the MAC protocol. Therefore, op-

timal medium access sharing among the BAN nodes is an open

and complex research problem given the energy constraints, de-

lay sensitivity of the transmitted data, and the signal interface

that the miniaturized BAN devices are subject to. In addition, sup-

porting the integration of non-wearable sensors is an interesting

research direction. With technological advances in gesture and

facial expression analysis, a BAN can grow in scope to include sen-

sor data that reflects the appearance of a human and factor that

into the overall assessment of the body condition [268,269]. For

example, the presence of back pain or distress can be inferred if

someone is bending during a walk.

• Airborne WSNs: The recent years have witnessed major growth in

the popularity and availability of small and battery-operated un-

manned airborne platforms such as quadcopters and drones. The

reliability and capabilities of these platforms have reached such

an advanced level that an online retailer like Amazon is consider-

ing the use of quadcopters for package delivery if it receives reg-

ulatory approval [270]. The size of some of these platforms is as

small as that of a bird and can be equipped with a wide variety

of sensors. While unattended airborne vehicles (UAVs) have been

employed in some WSNs as base-stations and as relays in order to

enable connectivity among sensors on the ground [271–273] re-

search on the use of a group of networked UAVs as an airborne

WSN is still in an early stage. Compared to ground-based WSNs, a

networked UAVs are not constrained by terrain and enable wide

field-of-view sensing. In addition, an airborne WSN provides high

levels of agility and adaptability to environment changes, and

achieve broad temporal and spatial coverage. Given these advan-

tages, the interest in the use of airborne WSNs in scientific, de-

fense and civil applications has been rising [274–279]. Nonethe-

less, the networking of UAVs is quite challenging, and mature and

practical solutions for many of the design issues are yet to be de-

veloped. Most notable among the technical challenges are achiev-

ing accurate node localization, sustaining network connectivity,
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and supporting coordinated navigation and coverage. While air-

borne WSNs resemble MANETs in terms of mobility and energy

constraints, the 3-D nature and the speed of node motion intro-

duce major complications that would render published solutions

for topology management in the realm of MANETs ineffective. In

addition, the small form factor, weight and battery capacity con-

straints may make it infeasible to equip a node with GPS receivers;

therefore, node localization and navigation have to be based on

relative rather absolute coordinates and conducted in a coopera-

tive manner while relying on error-prone techniques such as ac-

celerometers and radio ranging [280,281].

.2.2. Federated sensory systems

The conventional view of a WSN is that it is an application spe-

ific. This view still holds and is consistent with the cost, energy and

ize constraints that a node is usually subject to, and which hinder

he provision of generic capabilities. Nonetheless, with the increased

eployment of WSNs it is envisioned that data sharing and sporadic

nd/or opportunistic interactions among multiple WSNs will be nec-

ssary to achieve emerging application needs. For example, the BANs

f two individuals may exchange alerts when they get in range of

ne another. These alerts may be on pollution and unhealthy con-

itions or the risk that one of the two individuals may pose to the

ther, e.g., when some infection is suspected due to a high temper-

ture. We view federation of multiple WSNs to be a major trend in

he future where the capabilities of the individual WSNs will be com-

ined to form a networked sensory system. Such federation is char-

cterized as short-lived integration of features, e.g., sensing modality,

nd leverage of services (target tracking). In the following we high-

ight some federation scenarios and points out some technical issues

hat arise. Among federated sensory systems, the widespread use of

obile and other personal devices is generating the emergence of a

ew paradigm for sensing the physical world with human in the loop:

hone sensing. This paradigm is generating a people-centric revolu-

ion of wireless sensor networks and therefore it will be discussed in

separate section (see Section 7).

• Inter-networking diverse WSNs: In applications such as disaster

management, fugitive tracking, target tracking, and military re-

connaissance, it will be desirable to augment the capability of a

WSN when some event of interest is detected. The objective for

such capability augmentation is to boost the fidelity of the data,

engage different and/or more powerful sensing modality, or to

cope with increase in the scope/scale of the detected event. While

the complexity for achieving such federation varies widely based

on the application, three issues may be commonly faced. First, the

federated networks may operate under different protocols; there-

fore, gateways will be required for inter-WSN data exchange. Sec-

ond, a model will be needed to coordinate the various activities

and synchronize the execution of tasks across individual WSNs

in order to achieve the federation objective. Thirdly, a temporal

and spatial baseline has to be defined to synchronize the time and

map the coordinate systems of the federated networks. Only lit-

tle efforts have been dedicated to the internetworking of WSNs,

with the focus on federating an airborne WSN with ground-based

[281–285] and with sea-based networks [286].

• Space SensorWeb: The vision of the SensorWeb project at NASA

is to facilitate the federation of satellite-based sensing capabili-

ties with ground and airborne WSNs [287,288]. The objective is to

support Earth science through multi-modality space- and ground-

based sensory systems and to enable access to such a comprehen-

sive sensory system via the Internet. For example, offering data

from a diverse set of sensors would improve the understanding

of physical phenomena, such as volcanic eruptions, desertifica-

tion, climate change, tsunami, etc. Currently, a web interface is

provided for scheduling satellite observations and a data log is
then sent to requesters to be visualized using tools like Google

Earth and alike. However, rather than such primitive arrange-

ments, the technical goal is to automate the process so that the

space, airborne and ground WSNs become inter-networked and

autonomously trigger the observation activities based on the de-

tected phenomena. The realization of the networking aspect of

the Space SensorWeb is yet to gear up and many research prob-

lems are to be tackled. In addition to the issues mentioned above

for inter-networking diverse WSNs, the Space SensorWeb requires

the handling of very slow and intermittent satellite links, routing

subject to QoS requirements, and dealing with diverse security

and access control policies for individual WSNs. In general, the re-

alization of Space SensorWeb involves complex integration issues

across many domains such as security, delay tolerant networking,

satellite communication, WSNs, etc.

• WSN support for IoT: The prevalence of wireless communication

technologies has motivated the introduction of the notion of

Internet-of-Things (IoT) [9]. An IoT refers to the pervasive inter-

action between entities, human, objects, animals, using wireless

communication links without human coordination. The pervasive

and autonomous inter-node interaction within an IoT requires

standardized protocol interface. 6LoWPAN is gaining popularity

as one of the suitable choices for standardization. Another char-

acteristic of IoT is the lack of stable topology where links typically

stay active for short durations due to node mobility. Interfacing

WSN with an IoT would lead to the formation of a federated sen-

sory system that serves a wide range of applications such as smart

homes, efficient work space, factory automation, etc. [289]. Basi-

cally, the nodes in an IoT can leverage the WSN services without

knowing how the network is architected and managed. To illus-

trate in a smart home one’s cell phone or vehicle can commu-

nicate with a controller at the garage door to turn on the light

when arriving. The controller can connect with a WSN that tracks

the weather in the surroundings to estimate the effect of clouds

during the day and determine the intensity of light that suits the

owner’s need while conserving energy. Even such a simple sce-

nario requires major software and protocol support. Complex ap-

plication scenarios involving mobility of the WSN as well as the

IoT nodes is quite challenging [290,291]. Research on WSN sup-

port for IoT is in early stage and is expect to attract lots of attention

over the next few years, especially with advances in the develop-

ment of nanoscale devices [292].

. Mobile-phone sensing8

In recent times, mobile phones (and other smart personal elec-

ronic devices) have shown rapid improvements in processing power,

torage capacities and network data rates, and are quickly growing

n the sophistication of the embedded-sensors. The mobile phones of

oday have evolved from merely being phones to full-fledged com-

uting, sensing and communication devices. It is thus not surpris-

ng that over 5 billion people globally have access to mobile phones.

hese advances in mobile phone technology coupled with their ubiq-

ity have paved the wave for the emerging of people-centric net-

orking (and computing) paradigms. In fact, the major innovation

ntroduced by mobile phones is the fact that they do move, and

ove with people (their owners). For this reason, the network-

ng paradigms based on mobile phones are shifting from device-

o-device paradigm toward people-to-people paradigm [4]. Oppor-

unistic networks have been a first example of this new paradigm in

hich data forwarding is strongly coupled with the human mobility

293], but it is with the phone-sensing paradigm that we fully real-

ze the people-centric networking and computing paradigm [294]. In
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mobile phone sensing (also known as crowd sensing) the physical

world can be sensed, without deploying a sensor network, by exploit-

ing the billions of users’ mobile devices/phones as location-aware

data collection instruments for real world observations. The key idea

is to empower the citizens’ mobile phones to collect and share sensed

data from their surrounding environments using their mobile phones

[294–297]. Mobile phones, though not built specifically for sensing,

can in fact readily function as sophisticated sensors. The camera on

mobile phones can be used as video and image sensors. The mi-

crophone on the mobile phone, when it is not used for voice con-

versations, can double up as an acoustic sensor. The embedded GPS

receivers on the phone can provide location information. Other em-

bedded sensors such as gyroscopes, accelerometers and proximity

sensors can collectively be used to estimate useful contextual infor-

mation (e.g., is the user walking or traveling on a bicycle). Further,

additional sensors can be easily interfaced with the phone via Blue-

tooth or wired connections, e.g., air pollution or biometric sensors.

In mobile-phone sensing, citizens have a (passive or active) role in

sensing the physical world. We typically refer to participatory sensing

when citizens take an active role in using their devices to sense the

world and publish and share the collected information. On the other

hand, in opportunistic sensing the sensing activities are performed by

the (opportunistic) exploitation of all the sensing devices available in

the environment, including those available on personal devices with-

out the need of a direct involvement of the devices’ owner [298].

Participatory sensing offers a number of advantages over tradi-

tional sensor networks that entails deploying a large number of static

wireless sensor devices, particularly in urban areas. Firstly, since par-

ticipatory sensing leverages existing sensing (mobile phones) and

communication (cellular or WiFi) infrastructure, the deployment

costs are virtually zero. Second, the inherent mobility of the phone

carriers provides unprecedented spatiotemporal coverage and also

makes it possible to observe unpredictable events (which may be ex-

cluded by static deployments). Third, using mobile phones as sensors

intrinsically affords economies of scale. Fourth, the widespread avail-

ability of software development tools for mobile phone platforms and

established distribution channels in the form of App stores makes ap-

plication development and deployment relatively easy. Finally, by in-

cluding people in the sensing loop, it is now possible to design ap-

plications that can dramatically improve the day-to-day lives of in-

dividuals and communities. This generates a cyber-physical conver-

gence as the mobile phone acts as proxy of human behavior in the

cyber world. While people really move into the physical dimension,

their mobile phones sense the physical world and transfer the sensed

information in the cyber world. A plethora of novel and exciting par-

ticipatory sensing applications have emerged in recent years. CarTel

[299] is a system that uses mobile phones carried in vehicles to collect

information about traffic, quality of en-route WiFi access points, and

potholes on the road. Micro-Blog [300] is an architecture that allows

users to share multimedia blogs enhanced with inputs from other

physical sensors of the mobile phone. Other applications of participa-

tory sensing include the collection and sharing of information about

urban air and noise pollution [301,302] cyclist experiences [303], di-

ets [304], or consumer pricing information in offline markets [305].

A typical participatory sensing application operates in a central-

ized fashion, i.e., the sensor data collected by the phones of volun-

teers are reported (using wireless data communications) to a cen-

tral server for processing. The sensing tasks on the phones can be

triggered manually, automatically or based on the current context.

On the server, the data are analyzed and made available in various

forms, such as graphical representations or maps showing the sens-

ing results at individual and/or community scale. Simultaneously, the

results may be displayed locally on the carriers’ mobile phones or ac-

cessed by the larger public through web.

Participatory sensing can leverage and yet complicate the opera-

tion of and interaction with legacy WSNs. Basically, voluntary partic-
pants can augment the capabilities of a WSN and provide a wealth

f additional sensor data. Despite the obvious advantage of increased

delity through the sensor readings, participatory sensing can also al-

ow bogus and inaccurate data that is a detriment to the quality and

rustworthiness of WSN services, particularly when the volume of bo-

us participant samples is large. In addition, interaction with volun-

ary participants both in coordination and data collection would be

tressful for the WSN communication and energy resources, espe-

ially when in-network data processing is applied. Therefore, algo-

ithms are needed to determine when a WSN accepts/solicits partici-

atory sensing based on a careful trade-off between performance and

oad. Moreover, a suite of protocols needs to be developed to enable

articipant recruitment, WSN access control, query processing, etc.

urthermore, participatory sensing will introduce privacy issues that

SNs typically are not concerned about [306,307].

.1. Research challenges

Since participatory sensing relies on existing networking and

ensing infrastructure, the key challenges are associated with hand-

ng the data, i.e., data analysis and processing, ensuring data quality,

rotecting privacy, etc. We now present a short overview of the key

esearch challenges posed by this new and exciting paradigm. We also

iscuss some recent work in overcoming these challenges.

Dealing with incomplete samples. Since a participatory sens-

ng system relies on volunteers contributing noise pollution mea-

urements, these measurements can only come from the place and

ime where the volunteers are present. Furthermore, volunteers may

rioritize the use of their mobile devices for other tasks. Or they

ay choose to collect data only when the phone has sufficient en-

rgy. Consequently, samples collected from mobile phones are typ-

cally randomly distributed in space and time, and are incomplete.

he challenge is thus to recover the original spatiotemporal profile

f the phenomenon being monitored from random and incomplete

amples obtained via crowdsourcing. In [302], the authors have de-

eloped an innovative approach to deal with this issue using the tech-

ique of compressive sensing, in the context of a noise monitoring

pplication.

Inferring user context and activities. Inferring the surrounding

ontext (e.g., is the user in a party or a quiet room) and activities (is

he user walking, running, traveling by car, etc.) undertaken by the

hone carrier is of interest in various participatory sensing applica-

ions. This is usually achieved using data collected by one or more

mbedded sensors in the phone, which include accelerometers, mi-

rophone, GPS, etc. At the high-level, this is essentially a machine

earning problem, since we want to the phones to be embedded with

he smarts to recognize human activity. The typical approach adopted

s to make use of supervised learning. This involves the following

hree steps. The first step is to collect properly labeled sensor data for

he various categories of interest (i.e. training). The second step in-

olves identifying important features from this training data, which

an uniquely identify each category (i.e. fingerprints). The final step is

o choose an appropriate classification algorithm (e.g., support vector

achines, neural networks, etc.), which can be used to achieve accu-

ate classification.

Preserving user privacy. Current participatory sensing applica-

ions are primarily focused on the collection of data on a large scale.

ithout any suitable protection mechanism however, the mobile

hones are transformed into miniature spies, possibly revealing pri-

ate information about their owners. Possible intrusions into a user’s

rivacy include the recording of intimate discussions, taking pho-

ographs of private scenes, or tracing a user’s path and monitoring the

ocations he has visited. Many users are aware of the possible conse-

uences, and may therefore be reluctant to contribute to the sensing

ampaigns. Since participatory sensing exclusively depends on user-

rovided data, a high number of participants are required. The users’
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eluctance to contribute would diminish the impact and relevance

f sensing campaigns deployed at large scale, as well as limiting the

enefits to the users. To encounter the risk that a user’s privacy might

e compromised, mechanisms to preserve user privacy are manda-

ory. The authors in [308] present a comprehensive application inde-

endent architecture for anonymous tasking and reporting. The in-

rastructure enables applications to task a mobile device using a new

asking language, anonymously distribute tasks to mobile devices and

ollect anonymous yet verifiable reports from the devices.

Evaluating trustworthiness of data. The success of participatory

ensing applications hinges on high level of participation from volun-

ary users. Unfortunately, the very openness, which allows anyone to

ontribute data, also exposes the applications to erroneous and mali-

ious contributions. For instance, users may inadvertently position

heir devices such that incorrect measurements are recorded, e.g.,

toring the phone in a bag while being tasked to acquire urban noise

nformation. Malicious users may deliberately pollute sensor data for

heir own benefits, e.g., a leasing agent may intentionally contribute

abricated low noise readings to promote the properties in a partic-

lar suburb. Without confidence in the contributions uploaded by

olunteers, the resulting summary statistics will be of little use to

he user community. Thus, it is imperative that the application server

an evaluate the trustworthiness of contributing devices so that cor-

upted and malicious contributions are identified. Recent work [309]

roposes a novel reputation system that employs the Gompertz func-

ion for computing device reputation score as a reflection of the trust-

orthiness of the contributed data.

Motivating participants. For a participatory sensing system to be

success, one of the key challenges is the recruitment of sufficient

ell-suited participants, those who are suitable for tasks that require

omain-specific knowledge or expertise. Without adequate motiva-

ion, participants may not be willing enough to contribute, which in

urn, reduces the data reliability. An effective approach to address this

hallenge and provide long-term participation is awarding incentives.

ncentives can be broadly classified as intrinsic (such as users partic-

pating in a sensing campaign that will improve their community) or

xtrinsic (such as the system providing compensation for user par-

icipation) [310]. It is yet unclear which approach is best suited for

articipatory sensing.

Conserving energy. Note that, the primary usage of mobile

hones should be reserved for the users’ regular activities such as

aking calls, Internet access, etc. Users will only volunteer to con-

ribute data if this process does not use up significant battery so as to

revent them from accessing their usual services. Even though, most

sers charge their phones on a daily basis, it is thus important that

articipatory sensing applications do not introduce significant energy

osts for users. Energy is consumed in all aspects of participatory ap-

lications ranging from sensing, processing and data transmission.

n particular, some sensors such as GPS consume significantly more

nergy than others. As such, it is important for participatory appli-

ations to make use of these sensors in a conservative manner. In

300], the authors present an adaptive scheme for obtaining phone

ocation by switching between the accurate but energy-expensive

PS probing to energy-efficient but less accurate WiFi/cellular local-

zation. Similar approaches can be employed for duty-cycling other

nergy-hungry sensors.

. Summary and conclusions

Multi-hop (mobile) wireless networking is a mature networking

aradigm that provides well-known benefits such as network cover-

ge enlargement, throughput increase by means of spatial reuse, and

mproved reliability through multi-path availability.

In this article, we have reviewed the current status of the multi-

op (mobile) ad hoc networking research. We observed that after

wo decades of research activities the research on MANET protocols
s now a cold research area. Then, after presenting the evolution of

ireless technologies supporting multi-hop ad hoc networking, we

ave discussed the milestones and challenges in mesh, opportunistic,

ehicular, and sensor networks. For each paradigm we have pointed

ut the research topics that we believe are worthy of further atten-

ion. We have also discussed the evolution of sensor networks to-

ards the people-centric sensing paradigm. Thanks to the increas-

ng diffusion of the smartphones, the people-centric paradigm com-

ines wireless communications and sensor networks with the daily

ife and behaviors of people. The next step is to exploit the mobile

hones and other personal devices to provide localized computing

nd communication services that are tightly coupled with people and

heir devices. Specifically, the mobile smart devices, by pooling their

esources can start offer services as a mobile cloud bringing services

nd resources closer to where they are needed [4,311,312], thereby

voiding the energy and bandwidth costs associated with accessing

he services in the cloud [313]. People-centric computing and com-

unication paradigm highly depends on human mobility and social

elationships. After extensive studies to characterize the properties

f the human mobility and define mobility models, e.g., [66,314], the

esearch community is currently investigating the impact of people

ocial behavior on people-centric paradigms, e.g., [315]. Indeed, mo-

ile devices act as proxies of the humans in the cyber world and

hus inherit the social links of their owners [316]. Therefore there is a

rowing interest in connecting the networking research with human-

cience research on human social network [317,318].

It can be expected that, in the near future, the various ad

oc paradigms will be mixed together and/or integrated with

nfrastructure-based networks, thus generating novel networking

aradigms merging the self-∗ features of multi-hop ad hoc net-

orks with the reliability and robustness features of infrastructure

ased networks [4]. Examples of this trend are the hybrid cellular-

pportunistic networks, which aim to mitigate the cellular data traffic

roblems by offloading some traffic by opportunistically exploiting

he users’ devices (see Section 4), and the vehicular networks where

pportunistic networking techniques are exploited to overcome the

overage limitations of roadside infrastructure-based networks (see

ection 5). The mix of technologies/paradigms needs, first of all, so-

utions for supporting seamless mobility among a wide range of (mo-

ile) access networks [319].

We conclude by observing that, several hot/emerging network-

ng paradigms which are affecting infrastructure-based networks

320], such as Dynamic Spectrum Access (DSA)/cognitive radio net-

orks [321], Information Centric Networking (ICN) [322], and Soft-

are Defined Networking (SDN) [323], are opening new research di-

ections also in the mobile/multi-hop ad hoc network field, e.g.,

324–328].
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