
STMicroelectronics

Wireless Sensor Networks:Wireless Sensor Networks:
An Overview An Overview 

Laura Laura VanzagoVanzago

Laura.vanzago@st.comLaura.vanzago@st.com

ASTAST--R&IR&I

DICODICO--AprileAprile 20042004

mailto:Laura.vanzago@st.com
mailto:Laura.vanzago@st.com


Advanced System Technology

OutlineOutline

Design Perspectives for Pervasive ComputingDesign Perspectives for Pervasive Computing
WSN Application Areas WSN Application Areas 
WSN Driver Technologies and ConstraintsWSN Driver Technologies and Constraints
WSN Network Design ChallengesWSN Network Design Challenges
WSN Node Design ChallengesWSN Node Design Challenges



Advanced System Technology

The Pervasive Computing VisionThe Pervasive Computing Vision

“The most profound technologies are those 
that disappear. They weave themselves into 

the fabric of everyday life until they are 
indistinguishable from it”

Mark Weiser - The Computer for the 21st Century 
Scientific American - 1991
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““Ambient Intelligence” (The Concept)Ambient Intelligence” (The Concept)

Many invisible distributed devices 
throughout the environment
That knows about their situational states 
(location, environment conditions,….)
That can change in response to you and your 
environment
That can be tailored towards your needs and 
can recognize you
That anticipates your desires without 
conscious mediation
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Embedded

Context Aware

Personalized

Adaptive

Anticipatory
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Pervasive Computing: PerspectivesPervasive Computing: Perspectives

Pervasive 
Services

Examples: 
Email – web 

Pervasive 
Devices

Examples:
RFID
Mobile Phone

Pervasive 
Technologies

Examples: 
Sensors/Actuators
BioTechnologies

Pervasive 
Networks

Wireless Sensor Networks
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WSN Evolution: Some Significant EventsWSN Evolution: Some Significant Events

WSN Enabling Technology
(MEMS, Sensors, Semiconductors, 
Radios, Protocols…)

2003

Technology Review
WSN has been indicated 

as one of the 
“10 emerging Technologies That 

will change the world”

1999
1991

CENS Center
In UCLA

NSF Funds 
August 2002

2002
1980

Distributed 
Sensor 

Networks
Project

At DARPA

Sensor 
Information
Technology

Project
At DARPA

ACM/IEEE Dedicated
Conferences Sensor Networks

1st SENSYS
1st EWSN
2th IPSN

2th WSNA
Sessions in most Comm.Conf.

CITRIS Center
Berkeley

State/Industry/Campus
Funds

January 2002

Scientific American
Ubiquitous Computing

Vision
M. Waiser
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Embedded Networked Sensing

• Micro-sensors, on-
board processing, 
wireless interfaces 
feasible at very small 
scale--can monitor 
phenomena “up close”

• Enables spatially and 
temporally dense 
environmental 
monitoring

Embedded 
Networked Sensing 
will reveal previously 
unobservable 
phenomena

Contaminant TransportEcosystems, Biocomplexity

Marine Microorganisms Seismic Structure Response
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Market Market ForecastForecast

RESEARCH
ADOPTION TIME

SI
ZE

AutomotiveBuilding Controls
Asset Tracking

Environmental Defense

Electric Power
& Utilities

Industrial
Monitoring

[Crossbow]
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A New Agenda in WirelessA New Agenda in Wireless

Visible HW Market

Invisible HW Market
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Market PlayersMarket Players

More than 40
Companies in USA

Have products in the 
Sensor Area.

A few.

Crossbow Technology
1995, San Jose 

Dust
2002, Berkeley

Ember
2001, Boston

Intel Research
2001, Berkeley

Millenial Net
2000, Cambridge

Sensoria
1998, San Diego
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Main Academic ReferencesMain Academic References

UC Stanford/Parc – Feng ZhaoInformation Processing
[DC]

CoSenseCoSense

ETH  Zurich – ThieleCOTS based on Bleutooth
[ES]

SmartSmart--ItsIts

UCB – J. PisterMillimeter-scale motes, MEMS 
[ES]

SmartDustSmartDust

MIT – A. ChandrakasanAdaptive low power techniques / 
platform implementation
[LP,ES]

uAMPSuAMPS

UCLA – D. Estrin
Center for Embedded Networked Sensing – D. 
Estrin

Scalable Coordination architecture
Monitoring Applications
[DC, LP]

SCADDSSCADDS

BWRC – J.Rabaey/A. Sangiovanni-VincentelliSoC implementation, Design 
Methodologies, Low Power 
Techniques
[ES, DM, LP]

PicoRadioPicoRadio

UC Berkely/Intel Research Berkeley -
Pister/Culler

Software Platform and Protocols / 
COTS Architecture 
[DC, ES]

MICAMICA

University - Main ResearcherResearch AREAProject 
Name
(alphabetic Order)



Advanced System Technology

WSN WSN InterdisciplinarityInterdisciplinarity

Engineering
&
Computer 
Sciences

Geology

Medicine

Biology

Sensor 
Networks

Psychology

Distributed
Computing

System Design 
Methodologies Security

Protocols

Low Power
Techniques

Ad Hoc
Networking

Embedded
Systems
Technologies

Radio 
Technologies

Sensing
Technology

ECS
Competences
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MultiMulti--TieredTiered Network Network ArchitectureArchitecture

Transit Network

Basestation

Gateway

Sensor
Networks

Base-Remote Link

Data Service

Internet

Client Data Browsing
and Processing

Sensor Node

WSN Services
(WSN Business Model)

WSN Services
(WSN Business Model)

Ad Hoc NetworkingAd Hoc Networking

Distributed ComputingDistributed Computing

Physical World InterfacePhysical World Interface
[GDI Deployment]
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WSN Framework Design PlatformWSN Framework Design Platform
SensorSensor network network prototypingprototyping isis usefuluseful forfor applicationapplication incubationincubation butbut

financiallyfinancially expensiveexpensive network network simulatorssimulators are a are a ““mustmust”” forfor system system 
designdesign

Network Network SimulatorsSimulators RequirementsRequirements::
–– AbilityAbility toto simulate “>> 1000 simulate “>> 1000 nodenode” ” scenariosscenarios in a in a widewide rangerange of of 

configurationsconfigurations
–– AbilityAbility toto model the model the physicalphysical environmentenvironment and and itsits eventsevents
–– CoverageCoverage of of widewide rangerange of system of system levellevel modelsmodels ((algorithmicalgorithmic, , 

protocolsprotocols, , applicationapplication))

NetworkSimulators

System Design Methodology
To close the gap

Architecture Simulators

ArchitectureArchitecture SimulatorsSimulators are are usefuluseful forfor explorationexploration of design of design 
alternativesalternatives and and tradetrade--offsoffs evaluationsevaluations

–– Performance Performance evaluationevaluation techniquestechniques and and profilingprofiling of of energyenergy of SW and of SW and 
HWHW
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WSN Design WSN Design FactorsFactors
Application Level

– Adaptable, Scalable and Reliable
– Data Centric
– Event Driven and Real Time

Network Level
– High Density ranges from few to few hundred sensor nodes in a region which can be

less than 10 m in diameter. 
– Dynamic Topology

Related to the working conditions of a device (dead, off, sleep, on)
Environment Conditions

– Self Configuring

Data Rate

R
an

ge

Bluetooth/802.15.1 WPAN

802.11

Zigbee/
802.15.4

UWB

0.25MB/s 1MB/s 54MB/s11MB/s

Wireless Sensor Networks
802.11a

802.11g
WLAN802.11b
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WSN ConstraintsWSN Constraints

Mote

100uW 1mW 10mW 100mW

HandHeld

Mote

1$ 10$
Cost

0.5$

Mote

cm2 10cm2 Areamm2

Interference and spectrum sharing in ISM Bands 
(802.15.4: 816/916 MHz – 2.4 GHz)

Wireless Sensor Networks

System, individual node, service, battery
Costs are all important.

Reduced size enables ubiquitous
Deployment

Replacement and recharging of batteries
is expensive and not convenient in many scenarios

Bandwidth

Mobile Desktop Server

Power 
Spectrum1W 10W 100W
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Technology TrendsTechnology Trends
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LowLow Power Design Power Design FactorsFactors
Energy Cost: 

– The ratio of energy spent in sending one bit (nJ/bit) versus
executing one instruction (nJ/op) ranges from 220 to 2900 in 
different architectures [Srivastava]

100 nJ/bit with Bluetooth
100 pJ/operation with Atmel

– @10 m : > 1 Million instruction/transmitted bit using dedicated
HW [Chandrakasan]

Technology: Energy per operation (nJ/op) will scale with
the technology while Communication Cost (nJ/bit) will not
scale at the same rate
Battery Technology does not evolve significantly. In many 
cases batteries are also an inconvenient solution for WSN 
nodes (replacement, recharging)
Energy Scavenging is still a research field in many cases

MultiHopping: Multi-hop Networks allows to reduce the 
power consumption by a very relevant factor [Rabaey]:

– Et ~ dg - g is the path-loss exponent; 1<g<4 indoor 
In-Network Processing in order to reduce the 
communication charge on each node [UCB, UCLA, Cornell]
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LowLow Power Design Power Design TechniquesTechniques

Low 
Latency

[Chandrakasan, MIT]
[Rabaey, UCB]
[Srivastava, UCLA]

HWvs.SW

Modulation
Scaling

Dynamic Power

Management

Sc
ala

ble
Al

gs

Dyn
am

ic

Vo
lta

ge
Sc

ali
ng

Energy-Aware

Coding

Low
Computation

Latency

High
Flexibility

High
Accuracy

Low
BER

Architecture
Design

Protocol Design Algorithm
Design

Low
Power

Low
Computation

Latency
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Information Processing

Naming

Queries

Storage

Security

TSS

Localizatio

Vertical Markets 
(Scenarios): 
Technologies Deployment

CA
R
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REHorizontal Apps 

Collaborative Processing
Technology

OBJECT 
TRACKING

OBJECT 
CLASSIFICATION

OBJECT 
IDENTIFICATION

EVENT 
IDENTIFICATION

LOCALIZED 
MONITORING 
& CONTROL

n

Information Processing

N
ode A

PI

Sensors

Processing

RadioM
iddleware

N
etworking
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Sensor Data FusionSensor Data Fusion
High Level Functions :
Detection (existence, velocity, 
locationing), 
Tracking,  Target Identification, 
Behaviour analysis, Situation Assessment…

Techniques:
Coordinate Transforms, Gating Techniques, Kalman
Filters, Neural networks, Pattern Recognition, 
FuzzyLogic, Linear Programming, ……….

Source
Pre-Processing

Level One
Object 

Refinement

Level Two
Situation
Refinement

Level Three
Threat

Refinement H
um

an
Com

puter
Interaction

Support
Database

Fusion
Database

Level Four
Process

Refinement

Data Fusion Domain

Database Management System

Data Fusion Process Model
Data Fusion Working Group

NODE

BASESTATION

Sources

NA
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Queries Queries vsvs CommandsCommands

Query Proxy

OS

Resources

RoutingTEDS

Hardware

HW abstraction
Layer

OS

Virtual 
Machine

Apps,
Services Scripts

Declarative LongDeclarative Long--Running Periodic and eventRunning Periodic and event--oriented oriented 
Queries [Cougar, Queries [Cougar, TinyDBTinyDB, SCADDS] , SCADDS] vsvs Mobile Code Mobile Code 
[[SensorWareSensorWare, Mate], Mate]

Transient external
User can inject scriptQUERY:

SELECT AVG(R.concentration)
FROM {ChemicalSensor R}
WHERE R.loc IN region
HAVING AVG(R.concentration) >T
OUTPUT ACTION {Red.LightOn}
DURATION {now, now+3600}
EVERY {10}

Hardware

HW abstraction
Layer

OS

Virtual
Machine

Apps,
ServicesScripts

Code
Migration

Node Node Node
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NamingNaming
In WSN lowIn WSN low--level communication relies on names that level communication relies on names that 
are relevant to the application are relevant to the application 
–– Sensors typesSensors types
–– Geographic locationGeographic location

AttributeAttribute--Based Naming Systems for WSN can be Based Naming Systems for WSN can be 
built databuilt data--centric routing communication paradigmscentric routing communication paradigms
–– Directed Diffusion Routing [Directed Diffusion Routing [EstrinEstrin, UCLA], UCLA]
–– TreeTree--Based Routing [Culler, UCB]Based Routing [Culler, UCB]
–– Flooding Routing [Flooding Routing [RabaeyRabaey, UCB], UCB]
–– Declarative Routing [MIT]Declarative Routing [MIT]

SelfSelf--identifying data enable inidentifying data enable in--network processingnetwork processing
–– Data Compression [LEACH]Data Compression [LEACH]
–– Aggregation [Aggregation [TinyDbTinyDb, Cougar], Cougar]

Limited node resources are the fundamental constraint Limited node resources are the fundamental constraint 
that characterize implementation of Naming System in that characterize implementation of Naming System in 
WSNWSN
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DataData--Centric Communication Paradigm

Data 

Centric 

Routing

WSN

Node

Node

Node

Node

Node

Node

[temperature]

[temperature]
[light]

[light]

[temperature]

[temperature]
[light]

[temperature]

[light]

[light]

Centric Communication Paradigm
Attribute-Based Query/Command  
“Evaluate The T Average 
at the South-East”

Sink

A Publish-Subscribe Mechanism
Based on Query Attributes and node 
Parameters creates a “Gradient Vector” 
For Data Flow

Node

Information Processing is coupled with Middleware and Networking
in order to improve  Resource Management and Network Scalability

Node
The Data Requested
Are Aggregated /Fused
On the Way-Back 
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Collaborative GroupsCollaborative Groups

N-hop neighbor 
groups

Geographically
Constrained Group
Defined by geographic 
extent

Publish-Subscribe
Groups
Defined by Producers 
and Consumers of shared 
interests

Raise the level of abstractions to enable programming Raise the level of abstractions to enable programming 
over collectivesover collectives
Allow inAllow in--network processing in order to reduce the network processing in order to reduce the 
data communication over the networkdata communication over the network
Allow an efficient network resources management at Allow an efficient network resources management at 
the protocol (Routingthe protocol (Routing--MAC) level in absence of MAC) level in absence of 
infrastructureinfrastructure

Acquaintance Group
Roaming Members keep 
Persistent Connectivity 
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Standards PlayersStandards Players

ApplicationApplication

Application InterfaceApplication Interface
Zigbee Bluetooth

Network LayerNetwork LayerProcessingProcessing
IEEE 
1451 
Family

Data Link LayerData Link Layer

MAC LayerMAC Layer

PHY LayerPHY Layer
SensingSensing

802.15.4

802.15.4a
(UWB)
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NodeNode FunctionalFunctional Block (1)Block (1)

A/D
D/A

Other Electronics

TransducerA

TransducerB

Processor

SRAM 

Micro-OS and Middleware

Processing Unit

Flash 

Location 
Finding

DC/DC Converter

Power Generator

Sensing Unit Power Unit

BB

Radio Unit
(802.15.4)

RF

Data 
Aggregation/

Fusion
Algorithms

Network
Protocols

Link
Level

Protocols

Software

Host
Interface 
Unit

Serial 
Interfaces

Acc.

Processor
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NodeNode FunctionalFunctional Block (2)Block (2)

A/D
D/A

Other Electronics

TransducerA

TransducerB

Processor

SRAM 

Micro-OS and Middleware

Processing Unit

Flash 

Location 
Finding

DC/DC Converter

Power Generator

Sensing Unit Power Unit

BB

Radio Unit
(UWB)

Radio

Data 
Aggregation/

Fusion
Algorithms

Network
Protocols

Software

Host
Interface 
Unit

Serial 
Interfaces

Acc.

Link
Level

Protocols
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EnergyEnergy--Aware Node DesignAware Node Design

SensorsSensors CPU/Dedicated HWCPU/Dedicated HW RadioRadio

Power Manager

Proxy

Virtual Machine

Middleware 
& Operating
System

Computation
(I.e. Dynamic  Voltage

Scaling)

Communication
(I.e. Dynamic  Modulation

Scaling)

Processing
(I.e. Scalable Signal

Processing)

BatteryBattery

Scheduler

Node

Voltage, 
Frequency

Tx Power,
Code

Routing

Data Processing

WSN

Query Command
Application 
Constraints
(latency, reliability
Energy,range)

Application
Constraints



Advanced System Technology

Academic COTS ImplementationsAcademic COTS Implementations

ETH  Zurich – O. KastenBTNode
ATMEL 128L – Custom OS –
BlueTooth + Sensor Board

SmartSmart--ItsIts

UCB – J. PisterSmartDust
Dedicated HW – Optical Radio –
MEMS Sensor in Package + Solar 
Cell + thick-film batteries

SmartDustSmartDust

MIT – A. ChandrakasanuAMPS
StrongARM – eCOS – 2.4 GHz DS 
Radio + Sensor board

uAMPSuAMPS

BWRC – J.Rabaey/A. Sangiovanni-VincentelliPicoNode
StrongARM+ Dedicated HW + 
FPGA  - Custom/TinyOS –Bluetooth 
RF + Sensor Board

PicoRadioPicoRadio

UCB/IRB – CullerMICA2
Atmel 128L – TinyOS/TinyDB –
CSMA + ChipCon (433/916 MHz)

MoteMote

University - Main ResearcherNode PlatformProject 
Name
(alphabetic Order)
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MICA2 MICA2 MotesMotes

Size: 1.5x2.5 inches
Cost: 72$
CPU: Atmel 8MHz 8 bits
Memory: 128kB + 512kB
ChipCon Radio 433/916

22
--
--
--
--
0.60.6

Idle (Idle (mAmA))
55
4.6 each4.6 each
.3.3
1212
4.54.5
11

Active (Active (mAmA))
55
--
--
55
55
1.51.5

MCU coreMCU core
LedLed
PhotocellPhotocell
Radio (TX)Radio (TX)
Radio (RX)Radio (RX)
TempTemp

Sleep(uASleep(uA))Operation [GDI]
Power Breakdown

AA Batteries: 2000mAh @3V
Life Period: 6 months
Duty cycle (active-sleep modes) :2%
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TinyOSTinyOS Framework and Framework and 
DevelopmentsDevelopments

TinyOSTinyOS isis a a LightLight--WeightWeight OS and a OS and a ComponentComponent--BasedBased
librarylibrary

–– AdoptedAdopted in in manymany academicacademic and and industrialindustrial researchresearch teamsteams in in 
US and US and EuropeEurope forfor applicationapplication prototypingprototyping

–– ““ContinuosContinuos” ” updatesupdates withwith new new modulesmodules and HW and HW driversdrivers
MicroMicro--diffusiondiffusion, S, S--MAC and TS MAC and TS fromfrom UCLAUCLA
TinyBTTinyBT fromfrom U. CopenaghenU. Copenaghen

–– SupportedSupported byby UCBerkeleyUCBerkeley
ManyMany activeactive developmentsdevelopments on the top of on the top of TinyOSTinyOS::

–– TinyDBTinyDB
ImplementImplement a a queryquery processing system processing system forfor extractingextracting
informationinformation fromfrom a network of a network of TinyOSTinyOS sensorssensors
ProvidesProvides simplesimple, , SQLSQL--likelike interface interface toto specifyspecify the data the data youyou
wantwant toto extractextract

–– TASK (TASK (TinyTiny ApplicationApplication SensorSensor kit)kit)
TargettedTargetted towardstowards actualactual usersusers of of sensorsensor networksnetworks

–– Mat’Mat’e e implementsimplements a a VirtualVirtual MachineMachine
AllowsAllows lightweightlightweight InIn--NetworkNetwork rere--programmingprogramming

–– TOSSIM Simulator TOSSIM Simulator forfor Network Network SimulationsSimulations
–– TythonTython Script/Script/ProbesProbes ManagerManager
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Small Technology, Broad Agenda, Unique Small Technology, Broad Agenda, Unique 
ConfluenceConfluence

Social Social FactorFactor
–– SecuritySecurity, privacy, , privacy, informationinformation sharingsharing

ApplicationsApplications
–– Long Long livedlived, , selfself--maintainingmaintaining, dense , dense instrumentationinstrumentation of of previouslypreviously

unobservableunobservable phenomenaphenomena
–– InteractingInteracting withwith a computing a computing environmentenvironment

ProgrammingProgramming the ensemblethe ensemble
–– DescribeDescribe globalglobal behaviorbehavior, , synthesissynthesis locallocal rulesrules thatthat havehave correctcorrect, , 

predictablepredictable globalglobal behaviourbehaviour
DistributedDistributed ServicesServices

–– LocalizationLocalization, time , time synchronizationsynchronization, , aggregationaggregation, data , data fusionfusion
NetworkingNetworking

–– SelfSelf--organizingorganizing multihopmultihop, , resilientresilient energyenergy efficientefficient routingrouting
–– DespiteDespite limitedlimited storagestorage and and tremendoustremendous noisenoise

OperatingOperating SystemSystem
–– ExtensiveExtensive resourceresource--constrainedconstrained concurrencyconcurrency, , modularitymodularity
–– DynamicDynamic Power ManagementPower Management

ArchitectureArchitecture
–– RichRich interfacesinterfaces and and simplesimple primitivesprimitives allowingallowing crosscross--layerlayer

optimizationoptimization
–– LowLow--powerpower processorprocessor, ADC, radio, , ADC, radio, communicationcommunication, , encryptionencryption
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Power Power SourcesSources forfor WSNWSN

NoYesYes--330* (walking)Human Power
NoYesYes--380 (5m/s)

5% efficiency
Air Flow

NoYesYes0.5216400.52Radioactive
(63Ni)

YesMaybeUsually--15000*Solar (outdoor)

YesMaybeUsually--10*Solar (indoor)

SoonMaybeUsually--40* (5 oC)Temperature

200 
2.25 m/s2 120 hz

-

-

-

-

P/cm3

(uW/cm3)

-

3346

3500

1080

2880

E/cm3

(J/cm3)

-

106

110

34

90

P/cm3/yr
(uW/cm3/Yr)

Yes

Yes

Maybe

-

No

Secondary
Storage

Yes

Yes

Maybe

No

No

Voltage
Regulation

NoHeat engine

NoMicro-Fuel Cell

NoVibrations

YesSecondary
Battery

YesPrimary Battery
(Lithium)

Comm.
Available

Power Source

[Source: Roundy]
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IEEE 1451IEEE 1451
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802.15.4 General Technical Characteristics802.15.4 General Technical Characteristics

Data rates of 250 kb/s (2.4 GHz) and 20/40 kb/s Data rates of 250 kb/s (2.4 GHz) and 20/40 kb/s 
(868/915 MHz)(868/915 MHz)
16 channels in the 2.4 GHz ISM band, 10 channels in 16 channels in the 2.4 GHz ISM band, 10 channels in 
the 915 MHz ISM band and one channel in the the 915 MHz ISM band and one channel in the 
European 868 MHz bandEuropean 868 MHz band
CSMACSMA--CA channel accessCA channel access
Fully Fully handshakedhandshaked protocol for transfer reliabilityprotocol for transfer reliability
Extremely low dutyExtremely low duty--cycle capabilitycycle capability
Beaconless operation availableBeaconless operation available
Support for low latency devices (Guaranteed Time Support for low latency devices (Guaranteed Time 
Slots in star networks)Slots in star networks)
Star or PeerStar or Peer--toto--Peer network topologies supportedPeer network topologies supported
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